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VEXIRA ANTIVIRUS FOR MAIL SERVER + |

The Vexira Antivirus for Mail Server + i package (hereinafter called VAVS
protection) provides Sendmail, Qmail, Courier and GroupWse /this one only for Linux/
mail servers with virus and spam protection. The solution integrating to the mi
server scans all the nmails to be delivered and their attachments and ensures

conpr ehensi ve protection against viruses, nalicious codes and unsolicited mails.

Mai n features:

- Filter nodul es

* Virus filter: effective virus recognition based on the outstanding virus scan
engi ne

* File filter: actions could be assigned to specified file formats

* Spamfilter: statistical spamfiltering with many eval uati on net hods

* Language/ script filtering based on the e-nmail’s content ('language filter' option
of the spamfilter)

* Address filter — It is possible to set Black/Wiite lists

* Result filter - summarized result, all results of other filters could be used in
the result filter

* RBL filter

- Flexible rule system ability to use paraneters for the actions to be perforned
- Heuristic virus analysis to recogni ze unknown Vi ruses

- Advanced WrnBuster function - for blocking I-Wrns instantly

- Filtering encrypted archives

- Conprehensive statistical infornation about nail traffic and events

- Automatic, increnmental virus database update

- Log daenon - logging to several output types: file, syslog, standard out put

Spam filter:

The anti-virus systenmis spamfilter operates based on statistical scan nmethods and
has nunerous | eadi ng eval uation techni ques to provide effective protection against
unsolicited mails.

- Recogni zi ng based on statistical scan methods conpleted with other eval uation
t echni ques

- Heuristics filtering

- HTML filtering

- UNI CODE text handling

- Low fal se positives and high spamrecognition rate

- Filter sensitivity: 3 level of spamfiltering

- Frequently updated spam dat abase
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System requirements

Supported operating systens

Li nux (i 386/ and64)
FreeBSD 5.5, 6.0, 7.0 (i386/and64)
Solaris 9 (sparc), 10 (i 386)

Requirements for all the supported platforns:

- 256 MB free nenory (512 MB reconmended)
- 100 MB free hard di sk space

- wget (for update)

perl5 (for update)

Requi rements by platforns:

Li nux, FreeBSD

- Intel Pentium (or conpatible) processor at 300 MHz

- Mnimal required for Linux: GIBC 2.2.5, kernel 2.2.1

- Mninmal required Linux distributions: SuSE 8.0, RedHat 7.3,
Debi an 3.0 (woody), Mandrake 9.0, Slackware 8.1

Sol ari s:
- Utra Sparc Ile processor at 500 Mz

M ni mum required nail server versions

Sendnail: 8.12
Qmi | : 1.03
GroupWse: 7
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General information

Package naming

The 'Vexira Antivirus for Mail Server + i' package is nanmed according to the
foll owi ng paraneters:

vansi - <ver si on>- <os>-<architecture>-<mnimal |ibc version>.tgz

<versi on>: The package's version nunber. For exanple: 1.0.1

<os>: The package is working on the displayed system For exanple: Linux
<architecture>:. The processor type. For exanple: i386

<m nimal libc version> The required mniml version of the libc library. For
exanmple: |ibc6

Installation

You can start the installation by executing the 'vansi-install.pl' program After
executing the followi ng questions should be answered for the successful installation

Val ue di spl ayed between square brackets is default answers for the current question
you can sinply use the <enter> button to accept it. It is recommended to use these
defaul t val ues.

One of the first steps is to specify the nail server you want to be protected!
#Pl ease select the mail server you want to be protected!

#(S)endmail, (Qmail, (Courier or (G roupWse

#[ s]

Set the 'run-as-group’ option’'s value. Please see the configuration specification for
nor e i nformation!

#l'n which group do you want to run Vexira Antivirus for Ml Server + i?

#[ vexi ra]

Set the 'run-as-user’ option’'s value. Please see the configuration specification for
nmor e i nformation!

#Wth which user permission do you want to run Vexira Antivirus for Mail Server + i?
#[ vexi ra]

You shoul d specify the location of the binary file in the system
#l'n which directory do you want to install the binary files?
#[ / usr/ sbi n]

Define the path of the library files needed for the program
#ln which directory do you want to install the library files?
#[/usr/1ib]

Target path of the database files
#l'n which directory do you want to install the database (virus, spam files?
#[/usr/1lib/vexira]

Specify the location of the text type docunentation files:
#ln which directory do you want to install the docunmentation files?
#[ / usr/ shar e/ doc]

Location for the docunentation in man page format:
#ln which directory do you want to install the manual files?
#[ / usr/ shar e/ man]
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The program creates conmuni cation and other files needed during its operation
#Whi ch directory do you want to be the run directory?
#[/var/run/vexira]

Name the directory of the log file:
Specify the log directory name
[/var/]l og]

Set the directory storing the initialization scripts:
#What is the directory that contains the init scripts?
#[/letcl/init.d]

Define path for the initialization directories:

#What is the directory that contains the init directories (rc0.d -
#rc6.d)?

#[/ etc]

If the program detects that a previous version of its configuration file is available
in the system it will offer the follow ng selection

#Found an existing config file (/etc/vexiralvansi.conf).

#(K)eep the existing file or (Create a new one?

#[ k]

Specify name for the log file:
#Specify the log file name
#[ vansi . | og]

Mails sent fromthe IP address you enter will be filtered:
#Whi ch | P address do you want to filter?

#You shoul d use the standard address/I|ength format (exanpl e:
#194. 222. 242. 0/ 24)

#[127.0. 0. 0/ 8]

Pl ease enter your user nane:
#Enter your regi stration user name

#[1

Pl ease enter your registration key:
#Enter your registration key (exanple: WESAE- WCRVC- CSNEH)

#[1

If you are about to install the G oupWse protection nodule, you have to answer
addi ti onal questions:

#Pl ease specify the GoupWse’'s SMIP Service Queues directory!
#Pl ease specify the GoupWse's SMIP Queues directory!

Consult the G opupise nodul e settings chapter to get nore infornmati on about these
settings.

The following Iines are shown in case of successful installation

Installing files... Done.
Installing config file..
Installing init scripts... Done.
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Assign to mail sever

To activate anti-virus systemyou need to performthe follow ng steps beside the
configuration settings:

The VAMSI protection nust be assigned to the Sendnail so that the mail server and the
filter program can conmunicate to each other. You have to edit the Sendmail’s
configuration macro file then rebuild it to get the new configuration file.

Pl ease insert one of the follow ng versions into the sendmail.nt file (the name of
the Sendrail’s macro file nmay be different on different systens)!

Ver si on A

This entry consists of 2 |ines!

First:

MAI L _FILTER( vamsi', ~S=inet:3333@ ocal host, F=T, T=S:4m R 4m )dn
Second:

define( confl NPUT_MAIL_FILTERS' , “vansi')dn

Versi on B:
This entry consists of 1 line:
I NPUT_MAI L_FILTER( vansi', ~S=inet:3333@ ocal host, F=T, T=S: 4m R 4m ) dn

Pl ease take care of the exact copy!

1. Renane the original "gmail-queue" to "qmuil-queue2" (the "original _qgmail_queue"
option found in the configuration file must have the sanme val ue)

2. Copy the "gnmail -queue" found in the package's "gmail" directory to the Qmil's
binary directory (default path: /var/qgmail/bin)

3. Reset the owner of the "qgnail-queue" which had been copied in the previous step to
gmailg and its group to gnail with the foll owi ng commands:

chown qmail q /var/qgmail/bin/qgmail -queue

chgrp qmail /var/qmail/bin/qmail-queue

1. Renane the original "subnmit" to "subnit2" (the "original _courier_subnmit" option
found in the configuration file nust have the sane val ue)

2. Copy the "submit" found in the package's "qcourier"” directory to the Courier's
binary directory (default path: /usr/lib/courier/courier)

Qmil and Courier interface nodule (VARAWCIient) operation

The Qmail and Courier applications consist of nmpodul es connected with each other.
Vexira Antivirus integrates its own nodul e between the source nodule (e.g. SMIP
daenon) and the 'subnit' (Courier) or the 'qmail-queue' (Qmil) nodule as a
transparent proxy. Then it will forward the processed/nodified mails to the origina
"submit' or 'qgmail-queue'.
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The integrated VAMSI nmodule will read the access information fromthe VAVSI's
configuration file ([CGeneral]/address option) so as to be able to connect to the main
VAMSI program It tries to get the path of the configuration file fromthe

VAMSI _CONFI G environment variable first tinme, if it fails then fromthe default path
(/etc/vexiralvansi.conf).

If the startup script (vansictl) detects the G oupWse protection nodule (vagwi a) in
the binary folder of the product (/user/sbin by default), the nodule is ready to use,
there is no need to do anything else if the nodule settings are correct in the
configuration file.

Uninstallation

Pl ease run the following programfile to uninstall the package:
vansi - uni nstal | . pl

Binary files

The followi ng executable files and their paraneters are found in the package. These
files are placed in the /usr/sbin directory by default:

vamsi [options]
Mai | Scan nmai n daenon program

Options:

-n, --nodaenon execute in no daenon node

-V, --version di spl ays the version of vansi and exits

-c, --config=FILE reads configuration fromFILE (path needed)

-1 --license returns registration data

vamlog [options]
Log that responsible for controlling | og nmessages.

Opt i ons:

-n, --nodaenon execute in no daenon node

-V, --version di spl ays the version of vam og and exits
-c, --config=FILE reads configuration fromFILE (path needed)

vamsictl start]stop]|restart]|cfgreload|dbreload]logrotate]statistic

Control file, you can realize the follow ng functions by using the avail able

par aneters

start: Starts the vam og and vansi files.

stop: Stops the vam og and vansi files.

restart: Stops and starts the vaml og and vansi files.

cfgreload: Reloads the [MIter] section's settings of the vansi configuration file
and vam og’'s configuration file and applies the new settings.

dbrel oad: Rel oads the virus and spam dat abase.

| ogrotate: Locks the current log file then opens a new one. This function is usefu
for archiver prograns.

statistic: Displays the statistics and exits.

vamstat [options]
Statistics screen about anti-virus system s operation

Options:

-d, --debug RAW out put

-V, --version Di spl ay the version nunber

-q, --quit Run statistics nodule only once, then quit.

-a ADDRESS, --address=ADDRESS Statserver's address (e.g. ip:host:port or
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uni x: pat h).

-p N, --processnunber=N If nulti-process operation enabl ed, specify the
process nunber in the N paraneter. In such a case, the nodul e di splays gl oba
statistics about the prograns run in different processes.

Statistics screen explanation

Dat e di splayed on the right upper corner: systemdate of the conputer running the
VANSI .

Started at:
Startup date of the VAMSI

Uptinme is:
Time has el apsed since the |ast startup.

Program ver si on:
VAMSI ' s program version

Vi rus dat abase version
Version of the used virus dat abase.

Virus scan engi ne version
Version of the virus scan engi ne.

Spam dat abase versi on:
Versi on of the used spam dat abase.

Spam scan engi ne version:
Versi on of the used spam scan engi ne.

System | oad aver age:
System | oad i ndex nunber.

Current connecti ons:

Number of connections being currently processed.

(If Sendmail is used: nunber of clients connected to the server.

If Qmil, Courier or GoupWse is used: nunber of namils being currently processed.)

Total connections:
If Sendmail is used: total nunmber of connections.
If Qmail, Courier or GoupWse is used: total nunber of received nails.

Processed mail (s):
If Sendmail is used: total nunber of processed nmails.
If Qrail, Courier or GoupWse is used: the same value as Total connections'.

Bl ocked mail (s):
Nunmber of refused (dropped or rejected) mails.

Processing error:
Number of errors occurred during the process.

Scanned file for viruses:
Number of attachnents scanned by the virus filter

Virus found:
Nunmber of found viruses.

| -\Wor ns:
Nunber of found i-worns.
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Virus killed:
Nunmber of killed viruses.

Modi fied attachment(s):
Nunmber of nodified attachnents.

Del eted attachment(s):
Nunmber of deleted attachnents.

Scanned nmils for spam
Number of mails checked by the spamfilter.

Spam f ound:
Nunmber of mails nmarked as spam by the spamfilter.

Registration

The product can't be used without a valid registration key.

The program warns the user by sending a nessage into the log filer once a day when
the ending of the registration period is coning.

After registration key had expired, the product works as before (w thout any
restriction) until a program update (virus database updating is possible). After
program updating, you need a new |icense (registration key) to use the program

The registration key nust be placed into the anti-virus systenis configuration file
(serialno option) together with the user name (usernane option). See the description
of the configuration settings for nore.

10
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Operation

The anti virus system has nmodul ar structure, it consists of a central unit
(MAI LFI LTER) and ot her nobdules (filters) and daenons connecting to the main unit.

The VARAW (Qmail, Courier and G oupWse) or VAMLTER (Sendnmail) interface realizes

t he conmuni cati on between the MIA and the anti virus application and cuts the nmai

into pieces to nake it suitable for further processing. Then the VAI NTERFACE nodul e
forwards the pieces of the mail to the real filter nmodul e (MAILFILTER) The MAILFILTER
perfornms the scanning on the pieces or the attachnents according to the sel ected
filter nodul es.

ANTI VI RUS SYSTEM

| MAI LFI LTER
........................ : |
Co--e> R ---> nodul es:
MIA : VARAW : : VAl NTERFACE | virus filter LOG
Do<--- VAM LTER : <--- : <--- file filter

e P : | spam filter

The MITA is reported on the filter result through the VAl NTERFACE and VARAW |f the

mail is not infected, the mail server is allowed to send it to the recipient(s). If
the mail is infected or suspicious, the filter perforns their actions on the nail set
in the configuration file (kill virus, delete file, etc.).

The LOG daenopn tracks and stores the nessages created by the system Browsing this
nmessages you can get infornation about the operation and the reason of the errors if
they are found.

The nodul es used by the MAILFILTER could be divided into two groups:

First-level modules ffilters/ (Levell)

The whole mail is given to the levell filters. The nodule returns a string after
processing as a result of the filtering. You can assign comrand(s) to the returned
val ue. These commands either have an effect on the mail processing or nodify the
mai | .

Level 1 nodules (filters):

- address filter, it searches for the sender or the recipients in the specified |ist
(l'ibflt_addr.so)

- global nodule, you can set actions which will be performed on each mail processed
(l'ibflt_gl obal.so)

- result filter, summarized result, all results of other filters could be used in the
result filter

- RBL filter (libflt_rbl.so

- nmodul e which handles the level 2 nodules /filters/ (libflt_|evel 2.s0)

Second-level modules ffilters/ (Level2)

Only certain parts of the mail are given to the level2 filters. These filters don't
need to get the whole mail, only the part which they are working on. These (Il evel 2)
filters are handled by the Iibflt_level2.so levell filter, it ensures the required

11
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mai | -part to the filters nodules. The level2 filters also return a string value after
processing the M Me-part, you can assign comand(s) to the returned val ue.

Level 2 modul es (filters):
- virus filter (libflt2 virus.so)
- file filter (libflt2_fileflt.so)

Database update

The product uses increnental virus database update nechanismto keep the virus
dat abase up-to-date. The advantage of this nethod is that the program doesn't
need to downl oad the whol e virus database file every tine (its size is severa
MBs) but usually only a snall additional database package including the virus
signatures processed and rel eased recently. Using this nechanism the downl oad
time is decreased to a minimal |evel so we can rel ease additional virus

dat abase packages several tines a day to inprove the defense. Users can obtain
protection agai nst new nalware without spending long tine and generating

consi derabl e network | oad for the update. The protection is avail abl e al npst

i medi ately after the signatures of the newy discovered viruses have been
processed in our virus |ab

To autonate the update processes, use the avail able scripts attached to the package,
they are placed to the /usr/sbin/ directory (vam dbupdate.sh and
vam dbupdate_http. sh).

Execute one of them it is going to downl oad the virus- and/ or spam database, copies
it/theminto the correct directory and activates it/them The downl oad and update
processes will only be performed, if the database available in the server is newer
than one on your conputer. OQtherw se the database will be |eft unchanged.

To execute the scripts, you should enter the vam dbupdate.sh (through HTTP use the
vam dbupdate_http.sh) command. It is possible to use paraneters, too:

nosdb - the spam database will not be updated
verbose - display progress bar

Exanpl e:

vam dbupdat e. sh nosdb verbose
The spam dat abase will not be updated, the progress bar will be displayed.

To run these scripts, you need wget programl By the help of cron, you can schedul e
the script executing to be perforned by half an hour. Register into /etc/crontab:

0,30 * * * * root /usr/sbin/vam dbupdate. sh

The dat abase files can be downl oaded nanually fromthe foll owi ng FTP server:

The virus database consists of several files, you need to download all the files from
the foll ow ng fol der:

upd. vexi ra. conf publ12/vexiral/ vdbl1l2/

Spam dat abase file, you need to unconpress before use:

upd. vexi ra. conf publ1l2/ vexiral/ sdb/ sdb. t gz

12
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The configuration file

Structure of the configuration file

The configuration file stores the programsettings in hierarchical structure. The
storing nmechani sm based on the encapsul ati on concept which neans that user has to
specify the storing path (section) for each coherent setting group step by step.

The path (section) nust be specified between square brackets in the configuration
file:
[MIlter/d obal]

Enter conments by using sem colon (;) before the comment text. The characters entered
after semicolon will not be interpreted by the parser. You can also use this function
to disable a selected option quickly.

; conmand2="copy_nail ('/tnmp')"

If you have to specify network addresses, enter the foll owi ng address forms usually
in the whole configuration file:

uni x:/path/to/file

i net: port @ host nane| i p- addr ess}

Exanpl e:

uni x: /var/run/vexiral vansi

i net:9009@92. 168. 2. 42

i net: 9427@onebody. com

13
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Filter definitions

[Mlter/FilterRules/Rule/Filter]

; levell filter settings (1)..
[MIter/FilterRul es/Rule/Filter/Action]
; levell action settings (1)..

[Mlter/FilterRules/Rule/Filter]

; level 2 general filter settings (2)..
[MIter/Filterrul es/Rulel/Filter/Level 2]

; level 2 filter settings (2)..
[Mlter/FilterRules/Rule/Filter/Level 2/ Action]
; level 2 action settings (2)..

[MIter/FilterRules/Rule/Filter]

; filter settings (n)..

[Mlter/FilterRules/Rule/Filter/Action]

; action settings (n)..

Filter settings belonging to a rule nmust be defined after the rule definition line in
the [MIter/Filterrules/Rule/Filter] section. Each new filter definition nmust be
placed into a new [MIter/Filterrules/Rule/Filter] section. After the mail has been
scanned by the filter, the programreturns the filter's result. Based on these

val ues, different actions may be performed on the checked mail. You can specify the
required actions and result types in the [MIlter/Filterrules/Rule/Filter/Action]
section for the levell filters.

The level2 filters are controlled by a special levell filter, called: libflt |evel2.
If you would Iike to configure a level2 filter, first you have to specify the contro
filter (libflt_level2) and set its general settings in the
[MIter/FilterRules/Rule/Filter] section. After defining general settings, you have
to select and set the selected level2 filter in the
[MIter/Filterrules/Rule/Filter/Level 2] section. The actions (based on the filter
result) may be specified in the [MIter/FilterRules/Rule/Filter/Level 2/ Acti on]

secti on.

GENERAL FI LTER OPTI ONS

disable = <0]1>

Di sable or enable filter. Possible values: 0 or 1.
1: Filter is disabled.

0: Filter is active, enabl ed.

Filter = <filter type>

Set filter type

The avail abl e val ues (nodul e | evel):

libflt _addr — address filter (levell)

libflt result — result filter (levell)

libflt _bayes - spamfilter nodule (levell)
libflt_rbl — RBL filter

libflt_level2 — I evel 2 nodul e manager (Il evel 1)
libflt2_virus — virus filter nmodul e (Ievel 2)
libflt2_fileflt — file filter nodule (Ievel2)

In case of level2 filter:
filter2path = <path>

Directory specification of the Level2 filter nodules. Location where the |evel2
nodul es can be found.

14
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max_mime_depth = <number>

The programis going to scan the enbedded e-mail-type m nmes down to the specified

depth. Setting the O (zero) value for the option, none of the enbedded e-mmil-type
mmes will be scanned.

Important!

E-mail-type mimes embedded deeper into the mail than the value of this option will
not be scanned, so harmful materials may have found in that deeper levels will get
into your system.

15
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Action specification

[Mlter/FilterRules/Rule/Filter]
filter_option_1
filter_option_2

filter_option_n

[Mlter/FilterRules/Rule/Filter/Action] ; action (1)
result=

count =

conmand=

[Mlter/FilterRules/Rule/Filter/Action] ; action (2)
result=

count =

conmand=

conmand2=

conmand3=

The filter nodule returns the result of the mail or attachnent scan. The program
conpares this returned value with the 'result' property of the specified actions and
where the values are the sanme, the action will be perforned. You can use regul ar
expression in the '"result' option, in such a case you nust insert it between quotes
(""). It is also possible to use tokens in the 'command’ option

Not e!
Specify levell actions in the [MIter/FilterRules/Rule/Filter/Action], and |evel 2
actions inthe [Mlter/FilterRules/Rule/Filter/Level 2/ Action] section

Action settings

result = <result value>

You can specify a result value for the filter nodule. If the filter nodule returns
the sane val ue as you specified, the 'conmand' options of the section will be
perfornmed. Result values may be different by filter nbdules, these are described in
the chapter of the nodul e descriptions. Regular val ues can be used between quotes

(")

count = <number>

This val ue specifies that how many tines should the conmands be perforned during the
mai | processing (0 nmeans unlimted). If 'count' option is not specified to the
action, the command will be always perforned.

command = <command>

Define actions. The possible commands and their functions is detailed in the "Mdule

commands"” chapter. You must insert the conmands’ val ue between quotes (""), the

par aneters between apostrophes (''), separated by conma (,). If you would like to use
t he apostrophe (') character in the paraneters, then use the backslash (\) character

right before it.

For exanpl e:

command="header _nodi fy ( 'Subject', '%ubject%\' Scanned e-mail\'" )"

Speci fy several paraneters of the sanme nane:

If you would like to specify several paraneters of the same name, then you have to
nunber them fromthe second one (where the nunber: 2..N).

For exanpl e:

[Mlter/Filterrules/Rule/Filter/Action]

comand=
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conmand2=
conmand3=

The daenons of the package have different configuration files which will be detailed
bel ow
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VAMSI daemon configuration file (vamsi.conf)

General settings

[ General]

| ogaddr ess=uni x: /var/ run/ vexira/ vamnl og
addr ess=i net: 3333@ ocal host
socket perni ssi on=0660

run- as- user =user

run-as- gr oup=gr oup
pid_file=/var/run/vexiral/vansi.pid
tenpdir=/tnp

process_nunr0

nmodul e=

The settings:

logaddress=<netcmd address>
You have to specify the comunication address of the | og conponent.
Defaul t: | ogaddress=uni x:/var/run/vexiralvam og

address=<socket>

Speci fy address trough which the MIA and the anti-virus application will conmunicate.
The sane setting must be specified in the MITA's configuration Default:

addr ess=i net: 3333@ ocal host

socket permission=<octal number>
Set uni x socket permission with an octal nunber. Default: 0660 (in case of Qmil),
0600 (in case of Sendmail).

run-as-user=user

run-as-group=group

VAMLOG daenon starts with root permission as all the daenmon prograns usually at the
conputer startup. However, it is nore secure to run with unprivileged user
permission. If the VAMLOG is started with root permission, it is able to change to
the user and group specified in these options.

If the VAMLOG is not started with root permission, it will not be able to change to
ot her user perm ssions.

pid_file=/var/run/vexira/vansi .pid
Pid file with path of the anti-virus application

tempdir=/tmp
Set the temporary directory used by the application
Default: /tnp

process_num = <processor nunber>

It is recommended to use this option if the followi ng system conponents are
avail abl e: FreeBSD 4.x, multi-processor system SMP kerne

The kernel is only able to assign the processes to the CPUs existed on FreeBSD 4.x in
mul ti-process environnent (the anti-virus protection is thread-based so it wll

al ways be run by only one processor). In this option you can specify the nunber of
the anti-virus protection instances to be run, these will be processed by the
processors separately. A built-in | oad-bal ancing systemis responsible for the equa
load, it will assign the Sednail connects to the instances of the anti-virus
protection.

Oper ati on:

It creates sockets according to the 'process_num val ue:

uni x: /var/run/vexiralvansi ->

uni x: /var/run/vexiral/vansi.O
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uni x: /var/run/vexiral/vansi.1
uni x: /var/run/vexiral vansi . n
or

i net: 3333@ocal host ->
i net: 3334@ ocal host
i net: 3335@ ocal host
i net: 3336@ ocal host
i net: 3337@ ocal host

nodul e=

Specify the nmail server interface nodul e that nakes the connection possible between
the selected mail server and the anti-virus system

i bvaraw. so — using Qmail, Courier or G oupWse MA

libvam |ter.so — using Sendnail
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Mailserver-module settings

Sendmail module setting

[General /M Iter]
MIlter tinmout = 300
snt pserver =

nmodi fy_body=

Set the following option if you are using Sendnuil

milter_timeout = <second>
Sets the nunmber of seconds until libmlter is waiting for an MIA connection before
timng out a socket.

smtpserver = <server address>

If the processed e-mail is refused by the reject_mail comrand, you can set an MIA
needed to deliver the mail when the send_copy command is used (the set MIA nust be
different to the one to which the VAMSI is integrated).

Use the followi ng address form

i net: port @host nane| i p- addr ess}

Exanpl e:

i net: 9442@onebody. com

modify body = <0 or 1>

Certain mail server prograns (e.g. Postfix earlier than version 2.3) will not work
properly if the mail-body is nodified through the mlter interface during the virus
scan process. Using this option you can enable (1) or disable (0) the nodification of
mai | body if necessary.

Default setting: 1

Qmail module settings

[ General / Qmail ]

ori ginal _qmail _queue=/var/gnmail/bin/qgmail _queue2
accept_nail _retval =0

drop_nmil _retval =0

reject_mail _retval =31

Set the following options if you are using Qi

original_gmail_queue=<path>

Path of the original gmail-queue which will be called by the VAVMSI's own gmail - queue
to deliver the mail finally.

Default: /var/qgmail/bin/qgmail _queue2

accept_mail_retval=<number>

drop_mail_retval=<number>

reject_mail_retval=<number>

Set the return value of the anti-virus systemreturned to the Qmail nodule if one of
t he above incidents (accept nmil, drop mail, reject mail) have been detected. Based
on these results you can control the Qmil’s return value returned to the mailer
client. For nore information read the Qmail’s own manual (man) (’ qmail-queue’).

Courier module settings

[ General / Couri er]
original _courier_subnit=/usr/lib/courier/courier/submt?2
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Set the following options if you are using Qmail:

original_courier_submit=<path>

Path of the original 'subnmit' which will be called by the VAMSI's own 'subnit' to
deliver the mail finally.

Default: /usr/lib/courier/courier/subnit?2

GroupWise module settings

[ General / Goupwi se]

daermon_pid _file=/var/run/vexiralvagw a. pid
service_queue_dir=

queue_dir=

check_i ncom ng=yes

check_out goi ng=yes

checki ng_peri od=10

Set the following options if you are using G oupW se:

daemon_pid_file=<path>
Path of the vagwia pid file.
Defaul t: /var/run/vexiralvagw a.pid

service_queue_dir=<path>

Set the SMIP Service Queue of the GroupWse Internet Agent to this option

Find the requested path in the Consol eOne program

1. In the selected domain, click with the right nouse button on the GNA you want to
protect then select the 'Properties’ nmenu item

2. Select the 'Server Directories' panel

3. Cick the 'Advanced' button

Enter the path found in the ' SMIP Service Queues Directory' setting to the
"service_queue_dir' option.

queue_dir=<path>

Enter the Groupwi se Internet Agent’s directory here. You can also find this path in
t he Consol eOne program

Do the 1st and 2nd steps nentioned above, find the ' SMIP Queues Directory' option on
the 'Server Directories' panel and set it’s value to the 'queue_dir"' options.

check_incoming=<yes/no>
Yes: Inconing nails will be scanned (this is the default setting).

check_outgoing=<yes/no>
Yes: Qutgoing mails will be scanned (this is the default setting).

checking_period=<period>
Set a tinme period (second) after the product scan the specified fol ders.
Default: 10
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Log settings

[ Loggi ng]
| ogscreen=0

The setting:

logscreen=<0] 1>

Log to screen.

1: The | og nessages canme fromthe filter nodules will be displayed on the screen
This function could be used in non-daenon node.

0: Inactive.
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General settings of the virus scan engine

[ Engi ne]

max_deconpress_si ze=0
max_deconpress_rati 0o=0
max_deconpr ess_dept h=5
vdb_file=/usr/Iib/vexiralvdb9. xm

Specify the general setting of the scan engine in the [Engine] section

max_decompress_size=0

If this file size limt is exceeded while unconpress an archive, the program stops

t he unconpression and scanning of the file and returns the 'archive_exploit' result.
(Option’s value is in MByte).

Speci fying the 0 val ue nmeans using the virus scan engine’s default value for this
option.

max_decompress_ratio=0

If the size of the deconpressed file is 50 tines (or nore) greater than the
conpressed file's, the programw || return the "archive_exploit' result.

Speci fying the 0 val ue nmeans using the virus scan engine’s default value for this
option.

O her explanation (option’s value in percent): 1/n*100, where n is the val ue.

For exanple the value is 50. 1/50*100 = 2% so if the conpression ratio is better than
2% the programw ||l return the "archive_exploit' result.

max_decompress_depth=5

The programw Il scan the multi-level archives down to the specified depth. If the
program finds nore depth levels, it will return the "archive_depth_limt' result and
files that are deeper than the specified |level will not be scanned.

vdb_file = <file name with path>
Location of the XMS descriptor file for the virus database.
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General settings of the spam scan engine

[ Bayes]
bayes_sdb=/usr/|ib/vexiral/vexira.sdb

Specify the general setting of the spam scan engine in the [Bayes] section

bayes sdb = <File name with path>
The spam dat abase file's nanme and location in the system
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Global settings

[Mlter]

[MIter/d obal]

user name=user _nane

seri al NO=XXXXX- XXXXX- XXXXX

filters=/usr/lib/vansi/

accept nomat ch=1

cfg-watch-tiner=120

st at addr =uni x: / var/ run/ vexi r a/ vanst at

max- connecti ons=100

You can find the MAILFILTER daenon settings in the [MIlter] section. Inside this
section the general settings are in the [MIter/d obal] section

username = <user name>
Speci fying the user nane based on your license.

serialno = <registration key>
Specifying the registration key in the follow ng fornm XXXXX- XXXXX- XXXXX

Note!
You are not allowed to use the programwi thout (valid) registration datal

filters = <path>
Level 1 filter nodules’ directory specification. The |ocation where the |evel 1l nodul es
coul d be found.

acceptnomatch = <number>

How t he program handl es the nmails which not matching the rul es?

0: Refuses them

1: Accepts them but it does not performfiltering them nails will be forwarded
wi t hout checki ng.

cfg-watch-timer = <second>
The cfg-watch-tiner field sets the intervals at which the program shoul d check
if the configuration file has been nodified. If so the file will be rel oaded.

stataddr=unix:/var/run/vexira/vamstat
The statistical server conmuni cates through the specified address.
Defaul t: stataddr=uni x:/var/run/vexiral/vanst at

max-connections=100

Cient connection linmt. Maxi mum nunber of the clients that will be allowed to
connect to the anti-virus system If this linmt is reached 4xx error nmessage
(tenmporary unavailable) will be returned to the MIA in case of every further attenpt.
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Rule definition

[MIlter/Filterrules]

[MIter/Filterrul es/Rul e]

sour cemask=194. 222. 242. 0/ 24

Specify a rule, the filter nodules defined for this rule will be applied to the mails
matching this rule. Define the rule in the [MIter/Filterrules/Rule] section inside
the [MIter/Filterrul es] section

sourcemask = <domain>

Filter nmodul es defined after the sourcenask option will be applied to the mails sent
fromthe specified domain. These filter nodul es belong to this rule. If you insert a
new sourcenask option (with the required section specifications) the filter nodul es
defined after the new sourcemask option will be applied the mails matching the new
rul e (sourcemask).
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Global module settings (levell)
[Mlter/Filterrules/Rule/Filter]

di sabl e=0
filter=libflt_gl oba

[Mlter/Filterrules/Rule/Filter/Action]
resul t=true
command="add_header (' X- VAMSI ', ' Scanned by VANMSI')"

In this nodule you can set actions which will be perforned on each nmail processed.
Set the global filter nodule for the "filter’ option (libflt _global).

Actions
This nmodul e returns '"true’ value w thout exceptions. Comrands could be used in the
'conmand' option are detailed in the "Mdul e conmands" chapter

In this instance, the selected 'command’ will mark the processed mail. The
"add_header’ option adds a new field and its content to the nmail header
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Virus filter module settings (level2)

---- level2 filter nodule initialization
[M Iter/Filterrules/Rule/Filter]
di sabl e=0
filter=libflt level2
fllter2path— Jusr/lib/vexira/filters/
; ---- end of level2 filter npdule initialization

[MIter/Filterrules/Rule/Filter/Level 2]
di sabl e=0
filter2=libflt2 virus

fil emask=%DEFAULTMASKLI ST% *.| pg
excl ude-fil emask=

search_net hod=stri ct
heuristic_| evel =nor na
macr o_del et e=no

cont ai ner s=yes

[MIter/Filterrules/Rule/Filter/Level 2/ Acti on]

result="infe. *"

command="nodi fy_header (' Subject',' %irusnane%)"

command2= \

"replace('*.txt"',"'iso-8859-2",

L I b I b b S b I L S S I I I b I S R I I O S
**  Attachnment % il enanme% was infected with %irusnanme% virus,

** attachnment part was renoved.
Rk S Sk S S S bk S S kR R Sk Sk S kS Rk Sk S I S S )"

[MIter/Filterrules/Rulel/Filter/Level 2/ Acti on]
resul t =cl eaned
command="cont i nue"

[MIter/Filterrules/Rule/Filter/Level 2/ Acti on]

result=i-worm

command="drop_nai | "

The above configuration part is a possible exanple of the virus filter nodul e
setting. Because the virus filter nodule is level2 nodule, first the | evel 2 manager
nmodule (libflt _l|evel2) and the location of the level2 nodules ('filter2path') nust be
defined. This is the initialization nmethod of the |evel 2 nodul es.

You have to specify and set the requested level2 nodule in the
[Mlter/Filterrules/Rule/Filter/Level 2] section

Ffilter2 = <level2 filter module type>
Set the requested filter nodule, in the present case this is the virus filter nodul e
(libflt2_virus).

filemask =

Pl ease specify attachnent nanes and nmask that you would |ike to be scanned by the
filter nodul e. These nust be separated by commas (,). If you specify the star (%)
character, then all the files will be scanned. Use the follow ng mask to cover
attachnents wi thout any extensions: "*."

The YOEFAULTMASKLI ST% token is also available to use, it represents the default mask
list of the engine (if the virus filter is active, this mask list is displayed in the
log file (in case of INFO or greater log level)).

Remar k!
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In case of appearance of a new, critical threat, extra file nasks may be added to the
existed list automatically, supplied by the virus database. This file mask will also
be scanned by default while the threat spells real danger

exclude-filemask=

Attachnent matching one of the fil enasks specified in this option will not be virus
scanned, even if its extension is registered in the 'filenmask' option. Specify this
option in the sanme way as 'fil emask’.

search_method = <fast/strict/full>

Specify the search nmethod. The virus scanning engine is able to scan for and detect
viruses according to the set nethods/levels. It is possible to choose the needed
scanning nethod in the conponents in the software. The follow ng | evels are
avai | abl e:

fast:

Only scans those parts of the file, which are nost likely to contain a virus and does
not detect viruses, which can only be detected by using a nmmjor anount of system
resources (e.g. Excel FORMJULA viruses).

ext ensi ve:

Optim zed scanni ng nmethod, which detects all viruses registered in the virus database
and scans those parts of the file, which are nost likely to contain a virus.

full

Detects all viruses registered in the virus database and scans the whole file, even
those parts, where viruses are not likely to be found.

heuristic_level = <off/normal/high>

During the heuristic analysis, the software tries to detect codes and prograns, which
have virus-1like characteristics but are not registered in the virus database. |If such
a suspicious file is found, the user is notified. The follow ng | evels of heuristic
anal ysis are avail abl e:

of f:

No heuristic anal ysis.

nor mal :

The depth of the analysis is linmted, the possibility of false positives is |ow, but
t he chance of detecting unknown viruses is not too high

hi gh:

The chance of detecting unknown viruses is higher, but there is a higher possibility
of false positives.

macro_delete = <yes/no>
yes: all the macros will be del eted.
no: inactive.

containers = <yes/no>

Scanni ng in conpressed files.

yes: scanning in container files (archives, conpressed files). The anti-virus system
recogni zes the conpressed, archived files automatically.

Returned results, actions

Avai |l abl e return values of the virus filter nodul e:

none: there was no virus found

i-worm infected file, |I-Wrmtype incident
cl eaned: infected file, virus successfully killed
infected: infected file, fail to kill virus

encrypted_archive: conpressed file protected by password

archive_exploit: too big archive (exploit)

archive_depth_limt: if the limt of the 'max_deconpress_depth' option exceeded
error: error occurred during processing
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These val ues are available to use as the value of the 'result' option
Commands coul d be used in the 'conmand' option are detailed in the "Mdul e commands
chapter.

In the example

1

result=""(infected]i-worm)""

The result value is specified as a regular expression. If the filter nbdule returns
string either "infected" or "i-worm then the specified action will be perforned.
In this exanple the command is header nodification: the programinserts the nanme of
the virus into the subject field.

Because this result has a secondary command (conmand2) so it also will be perforned:

The infected attachnent will be replaced to the warning text file

2.

result=cleaned

If the attachnent was infected, but the virus was killed successfully, then the
command to be perforned is the 'continue', the mail will be forwarded to the MIA to
del i ver.

3.

result=i-worm

If the virus filter recognizes the mail as Internet worm then the drop_mail action
will be allied to the mail, the mail will not be delivered.
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File filter module settings (level2)

[Mlter/Filterrules/Rule/Filter/Level 2]
di sabl e=0
filter2=libflt2_fileflt

filemask=*.pif, *.scr, *.vbs
use-regex=no

[Mlter/Filterrules/Rule/Filter/Level 2/ Acti on]
result=true
conmand="del et e"

Initialization of |evel2 nodul es has been described in the virus filter section
Initialization nmust be done only once so if it has been initialized in the virus
filter (or rather in the first nodul e specification in the configuration file) you
don’t need to do it again.

Filter2 = <level2 filter module>
Set the requested filter nodule, in the present case this is the file filter nodule
(libflt2_fileflt).

filemask =

You can specify as filemask as you wi sh by using the * and ? characters. If one of
the fillemask natches the attachnent files, the specified command will be applied to
the file. The file nask val ues nmust be separated by commas (,).

Returned results, actions

Return values of the file filter nodul e:

true: the name of the file (attachment) natched one of the values of the 'fil emask'
option

false: the nanme of the attachnent) didn't match the values of the 'filenmask' option
error: error occurred during processing

In the example

result=true
If one of the values of the 'filemask' option matches the nane of the file, the
programw || delete the attachment according to the command option's val ue.
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Spam filter module settings (levell)

[Mlter/Filterrules/Rule/Filter]
di sabl e=0
filter=libflt bayes

; language/ script filter activation
| anguage _filter=yes

;spamfilter |evel setting
filter_l evel =hi gh

;actions for each spam | evel
[MIter/Filterrules/Rulel/Filter/Action]
resul t=l ow_| evel _spam
command="drop_nai | "

[Mlter/Filterrules/Rule/Filter/Action]

resul t =nornmal _| evel spam
command="rej ect _mail (' 550", "' Recogni zed as SPAM )"
command2="add_rcpt _to ('adm n@omai n.com )’

[MIter/Filterrules/Rule/Filter/Action]
resul t =hi gh_| evel _spam
command="nodi fy_header (' Subject','***SPAM** Osubject% )"

;conmon spam filter action for spans
;[Mlter/Filterrules/Rule/Filter/Action]

;result=true

; conmand="nodi fy_header (' Subject','***SPAM** %subject% )"

; for language/script filter
[MIter/Filterrules/Rulel/Filter/Action]
resul t =l anguage_chi nese
command="drop_nai | "

The spam filter returns the '"true' or 'false' result to indicate the mail is spam
("true') or not ('false'). In case of spamit also returns the |l evel of the spam
Set your security spamlevel in the '"filter_level' option and..

...use the "true' result inthe rule if you don't want to set different actions for
the spam according to its spamlevel (commobn action).

...use the nane of the security levels in the rules to assign different actions for
the spam according to its spam | evel

Language/script filtering (language filter):

The | anguage filter function provides great ability to filter e-mauils according to

t he | anguage and script-type of their text parts.

The | anguage/ scri pt-type dat abase that needs for the recognition is built in the
vexira.sdb (spam database) file so you need to have the spam dat abase fil e downl oaded
and available to activate the |anguage filter

The 'l anguage' neans the natural |anguage of the mail-text, for exanple:

Engl i sh, Hungarian, Russian, Chinese, etc.

The 'script-type' nmeans the character-set used in the mail, for exanple: Latin,
Cyrillic, Geek letters, Far-Eastern letters, etc
The | anguage filter works based on heuristics detection so its result will be

the nost likely script-type/language used in the mail
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Options:

filter = <levell filter module>
Set the requested filter nmodule, in the present case this is the spamfilter nodule
(l'ibflt_bayes).

Ffilter_level = <low/normal/high>

Filter level setting. The filter marks the mail as spamwhich is found on the

speci fied spam | evel or bel ow

low:

I nsignificant fal se positives, the spamdetection rate is normal. This means that the
spamfilter only marks that nails which are real spam by the spam dat abase, nor nal
mails are not affected (low fal se positives).

normal :

The fal se positive index increases a bit conpared to 'low Ilevel. This |level provides
ef fective spamrecognition. This is the optinal |evel.

high:

The nunber of false positives increases but the filter filters out alnost all the
spammails on this level. This setting is recommended if mails marked as spam can be
revi ewed because of the relatively high nunber of false

posi tives.

If the mail is marked as spamon the selected level, the specified action will be
performed. Different |evels should have another actions. The follow ng actions are
reconmended for the levels:

| ow. drop_nail

normal : reject _mail, add rcpt_to

hi gh: nodi fy_header

language_filter = <yes/no>
Enabl e/ di sabl e | anguage/script filter.

Returned results, actions

Return values of spam filtering:

true: the spamfilter marked the nail as spam based on the specified setting
false: the mail is not spam according to the spamfilter

If the result is "true', the spamlevels also be returned (explanation read above):
| ow | evel _spam

nor mal _| evel _spam

hi gh_I evel _spam

Return values of language filtering:

If the |l anguage/script filter is enabled, the programal so returns the
| anguage/ scri pt type of the | anguage filter

When the programis started, it copies the available values to the log file if the

| anuage/ script filter is active (language filter=yes). The |anguage/script database
is inproved continuously, that’'s why you can see the supported | anguages and scripts
inthe log file (in case of INFO or greater log level).

The supported | anguage/ script values can be set to the 'result’' option

Exanpl e:

resul t =l anguage_engl i sh
or

result=script_latin
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It is possible to invert the result of the conparison if you use a '!"' (exclamation)
mark at the beginning of the value. In such a case, the action(s) will be applied al
the mails having different |anguage/script to the specified one(s).

Exanpl e:
resul t =!'l anguage_hungari an| | anguage_engl i sh

In such a case, the action(s) will not be applied to the mails using hungarian or
english but to all the others.
Other possible result:

error: error occurred during processing

In the example

Assign different actions for spam mails:

result=low_level _spam
The mail is surely spam the programsinply does not forward the mail

result=normal_level spam
The mails is spamnost likely, so the programrejects the mail 'commandl' and sends a
copy to the address specified in the 'command2' comand.

result=high_level_spam

Because of the increase nunber of false positives, the programonly nodifies the
subject field of the mail and forwards the mail back to the MIA

Common action for spans:

result=true

If the mail is marked as spamon the high | evel, the program nodifies the subject
field of the mail and forwards it back to the MIA

Language/ script filtering:

result=language_chinese
Al the mails witten in Chinese | anguage will be dropped (conmand="drop_nail").
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Address filter /White/Black list/ (levell)
[Mlter/Filterrules/Rule/Filter]

di sabl e=0
filter=libflt addr

[MIlter/Filterrules/Rule/Filter/Address]
sender =1

ent ry=* @lomai n. com

external file=/etc/vexira/wistaddr.txt

[Mlter/Filterrules/Rule/Filter/Action]

result=all _rcptto |isted

command="accept _mail"

This nmodule filters the sender or recipient(s) of the nmail based on the specified
address(es).

Functi oni ng:

- if all the recipients or the sender of the mail (according to the setting) are/is
included in the address list then the action specified will be applied on the nai
(in case of mailfromlisted or all _rcptto_|listed results)

- if there is at least one of all the recipients or the sender of the nmail (according
to the setting) who are/is not included in the address list and the mail would be
bl ocked for this, the mail will be delivered w thout nodification for those

reci pient(s) who are included in the address list. In this case even those actions
will not be applied which would not nodify the nail. (eg. copy nail)

- if there is at least one of all the recipients who is not included in the address
list but the mail would not be blocked for this, the mail will be delivered to al
the recipients with possible nodifications which were set in the 'comand’ options.

sender=[0]1]
0: the nodule will filter the recipient addresses
1: it will filter the sender address

entry=[address(es)]

Enter adrress(es) to be filtered. Use conma (,) character to enunerate

a nunber of addresses. You can use the * joker character in the |ocal par of the
addresses. Exanpl e: *@lonai n.com aaa@bb. ccc

external_file=[file name with path]

Addresses to be filtered could be stored in an external file, too. You can specify

the filenane with its path in this option. The addresses will be read by lines from
the file. If a semcolon (;) is placed at the beginning of the line, that line wll

be consi dered as conment.

Exanpl e for external file content:

*@lomai n. com

a@. com

;d@. com

Returned results, actions

Avail abl e return values of the address filter nodul e:

mai l fromlisted: the sender is included in the |ist

all _rcptto_listed: all the recipients/sender are included in the |ist

rcptto_listed: there is at |east one recipient/sender who is not included in the |ist

These val ues are available to use as the value of the 'result' option
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Commands could be used in the 'conmand' option are detailed in the "Mdul e commands"
chapter.

In the example

According to the result of the filter (resutlt=all _rcptto listed) all the recipients
are included in the address list so the mail will be accepted
(conmmand="accept _mail").
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Result filter module settings (levell)

[Mlter/Filterrules/Rule/Filter]
di sabl e=0
filter=libflt result

[Mlter/Filterrules/Rule/Filter/Action]
resul t =bayes_true.*l2virus_i nfected
command="drop_nai | "

[Mlter/Filterrules/Rule/Filter/Action]
result=addr_mailfromlisted. *bayes_true
command="add_rcpt _to ('adm n@onain.com )"’

Al'l results of other filters (virus, spam ...) specified in the configuration file
before the Result filter are available in this special filter. You can connect
filters by assigning actions based on their result conbinations specified in the
Result filter.

So the Result filter provides in a string (result string) all the filters’ results
whi ch have been perfornmed before the Result filter. Wth the hel p of regul ar
expressi ons you can conpare various conditions with the result string and assign
actions to the mail if there is a correspondence.

Actions as reject_mail, drop_nmail or accept_mail specified before the Result filter
can bl ock the activation of the Result filter because these ones break the nmai
process so the Result filter can not be activated. Keep this in mnd when conposing
the configuration file and the actions.

O her possibility is not to assign actions to the filters specified before the Result
filter but set themin the Result filter getting their results fromthe result
string.

Because the results can be the sane even if they are resulted by two different
filters (e.g. true), these values nmust be distinguished fromeach other. Use the
followi ng prefixes at the beginning of the result separated by an underli ne:

address filter: addr
spamfilter: bayes
file filter: 12fileflt
virus filter: |2virus
gl obal filter: gl oba
rbl filter: rbl

In the examaple

1

Rej ect infected and simultaneously spam mails:
virus filter result: infected

spamfilter result: true

Use this mask if the spamfilter is placed before the virus filter
resul t =bayes_true. *| 2virus_i nfected
command="drop_mai | "

2.

Forward spamnmails to the adm nistrator that cone froma specified sender
spamfilter result: true

address filter result: mailfromlisted

Use this mask if the address filter is placed before the spamfilter
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result=addr_mail fromlisted. *bayes_true
command="add_rcpt _to ('adni n@onai n.coni )"

Important!

For correct operation, place the filters' results into the result mask in the sane
order as the filters are specified in the configuration file. Al so keep the order of
values inside a filter: first use the incident level (e.g. bayes_high |level span)
then the incident flag (bayes_true).
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RBL filter module settings (levell)

[Mlter/Filterrules/Rule/Filter]
di sabl e=0
filter=libflt_rbl

[MIlter/Filterrules/Rule/Filter/DNSRBL]
host =r el ays. ordb. org
[MIter/Filterrul es/Rul e/ Filter/ DNSRBL]
host =sbl . spanhaus. org

[Mlter/Filterrules/Rule/Filter/Action]

result=true

command="drop_nai | "

In the RBL filter, you can specify web sites providing realtine database of IP
addresses of verified spam sources, supplied as a free service to help enui

adm ni strators better nanage inconing enail streans. Before receiving a nail, the
program checks if the sender’s |IP addres can be found in the specified database(s).
If so, the selected command(s) will be perforned.

Filter settings:

disable = <number>

Enabl e/ di sable the filter. Values: 0 or 1
1: The filter is disabled

0: The filter is enabled

filter = <filter type>
Specifying filter type. Set the libflt_rbl (levell) to the RBL filter

Set RBL server in the 'host' option of the [MIter/Filterrul es/Rule/Filter/DNSRBL]
section (you are allowed to set it several tines).

Returned results, actions

Avail abl e return values of RBL filter nodul e:

true: I P address of the sender is found on the l|ist(s)
false: I P addtess of the sender is NOT found on the list(s)

These values are available to use as the value of the 'result' option. Commuands coul d
be used in the 'comand' option are detailed in the "Mdul e commands" chapter.

In the examaple

result=true
If the RBL servers’ IP list includes the client’s IP (true), the program execute the
drop_mail conmand (' comrand').
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Module commands

Commands belong to levell modules

continue
The mail processing may conti nue.

accept _mail
The mail will not be scanned, it will be accepted wi thout checking

reject _mail

The processing (filtering) may not continue. The mail will be rejected w thout
scanning and the error codes and nessages will be returned to the mailing client.
Paraneters: error code, error nmessage (only 5xx type error codes accepted)

Exanpl e: conmand="reject _rmail (' 550',"' Mail recogni zed as SPAM )"

Important!

Using Qnmail mailing system the given paraneters will not be returned because the @
mail will overwite themwith its own error code and nessage

drop_mail
The mail processing may not continue, the mail will be accepted but will not be
f or war ded

copy_mail

If one of the nodul es break the mail processing then the programw |l copy the whole
mai | naned as 'mai | XXXXXX' where the XXXXXX is a random generated nunber. Paraneter:
target directory.

Exanpl e: command="copy_mail ('/tnp')"

add_rcpt_to

A copy of the nail will also be sent to the recipient specified in the paraneter
Paraneter: e-nail address

Exanpl e: comand="add_rcpt _to (' adm n@onai n. com )’

send_copy
The e-nail will be forced to forward to the address specified in this command, even
if the mail is refused with the "reject_mail' or 'drop_mail' conmmand. If the returned

value is 'continue' this conmand will work the same as 'add_rcpt_to'.
Paraneters: mail state, e-nmil address

The mail state paraneter is not considered yet but you need to specify.
Exanpl e: conmand="send copy ('original', 'user@omain.con)"

override_rcpt_to

The original and the added (send_copy, add rcpt_to) recipients of the mail wll be
overwritten by the address specified in this conmand if the mail should be delivered.
Paraneter: e-nail address

Exanpl e: conmmand="override _rcpt_to (' user @omai n.com )"’

Important!

Use multiple add rcpt _to and send_copy commands to set nore than one recipients. It
is pointless to use the override rcpt_to command repeatedly because the mail wll
only be forwarded to the | ast-set one.

modify_header

Modify the mail’s header. If the specified filed could not be found in the header
then it will be inserted. Paraneters: field name, val ue.

Exanpl e: command="nodi fy_header (' Subject',' %irusnane%)"

add_header
Insert the specified filed to the nail’s header. Parameters: filed nane, val ue.
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Exanpl e: conmand="add_header (' X- VAMSI ', ' Scanned!"')"

execute_command

Execut e external command. Paraneters: name of the programto be executed (wth path),
possi bl e command |ine switches. The anti-virus systens’ tokens can be used in the
conmand |i ne.

Exanpl e: execute_command(' touch /tnp/conmand- execut ed')

Commands belong to level2 modules

Al'l the commands belonging to the | evel 1l nodul es are avail able conpleted with the
fol | owi ng:

delete

Del ete attachnent.

replace

Repl ace attachment to text file. Paraneters: file extension, char set, text.
Exanpl e: conmmand="replace(' *.txt',"'iso0-8859-2',"'*The % il enane% attachnment is
i nfected by the %irusname% virus*")

modify

Modi fication is allowed. (For exanple the virus filter nodule is killed the virus)

copy
Makes a copy of the original file. The file will be named as ’'mai | XXXXXX where the

XXXXXX is a random generated nunber. Paranmeter: target directory.
Exanpl e: copy('/var/lib/quar')
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VAMLOG daemon configuration file (vamlog.conf)

The LOG conponent is responsible for storing and handling the | og nessages cane from
ot her nodul es of anti-virus system The nodul es could send nessages to the LOG daenon
with the help of netcnd.

General settings

[ General]

net cndaddr =uni x: / var/run/ vexira/ vanl og
pid_file=/var/run/vexiralvan og. pi d
run-as- user =user

run-as- group=group

The settings:

netcmdaddr = <netcmd address>
You have to specify the comunication address of VAMLOG conponent.
Def aul t: net cndaddr =uni x:/var/run/ vexiral/ vam og

pid_file= <pid Ffile>
Pid file with path of vani og.

run-as-user=user
run-as-group=group

VAMLOG daenon starts with root permi ssion as all the daenon prograns usually at the
conputer startup. However, it is nore secure to run with unprivileged user

permi ssion. If the VAMLOG is started with root permission, it is able to change to
the user and group specified in these options.

If the VAMLOG is not started with root permission, it will not be able to change to
ot her user perm ssions.

Log output settings

[ Qut put Set ti ng]
[ Qut put Setti ng/ Qut put]

type=file

filenane=/var/log/vansi.log ;if type=file

per pi d=0 ;if type=file
facility= ;1 f type=syslog
i dent = ;i f type=syslog

format ="[ %/ % %' %+ 9t %5 %] Sk $1 $A $C PID: $P TID: $T \"$M""

There can be only one [CQutputSetting] section specified in the vam og.conf file. The
out put sub-sections could be defined inside this section

You can set the log's general setting in the [QutputSetting/Qutput] section. The
nunber of [QutputSetting/ Qutput] sections is not restricted. Each of these sections
have different rules. Rules determ ne which nessages occurred in the system should be
| ogged. The VAMLOG daenon processes the [QutputSetting/Qutput] sections and if the
new | og nessage’'s type natches one of the rule, it registers the log according to the
settings of the specific output section

type = <file|syslog]stdout>

Specify the type of the log file of the specific |og section
file: the log nessages will be registered into a sinple text file
syslog: the entries will be registered into syslog

stdout: the log will be witten to the standard out put
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filename = <log file name>
If you would like the programto nake log file (type=file), you can set the nanme of
the file. Default: /var/log/vexira.log

perpid = <0]1>

This function available if type=file is set:

1. in case of making log file the programw |l insert the PIDinto the nane of the
log file

0: inactive

facility =

This function available if type=syslog is set:

In this option you can define which type of |og nessages will be considered. A type
belongs to all the entries, it nakes the search easier in the log file. You can
specify several types separated by coma, or the ALL keyword.

For exanple: MAIL, USER

The follow ng types are avail abl e:

KERN, USER, MAIL, DAEMON, AUTH, SYSLOG LPR, NEWS, UUPC, CRON, AUTHPRIV, FTP

ident = <identifier>
This function available if type=syslog is set:
Identifier which will be placed before the log record. Default: vexira

format =
Specification of the log file's structure. The follow ng tokens are avail abl e:
Bui | di ng the date:

%l - day
%n - nonth
%/ - year
% - hour

9% - mnute

% — second

% — tine zone

O her:

$a/ $A — conput er nanme (hostnane)

$c/ $C — conponent nanme (which created the record)

$k/$K - facility ($k returns counter, $K returns nane)

$I/$L - log priority (Level) ($! returns counter, $L returns nane)
$m $M — | og nessage

$n/ SN — new | i ne character

$p/$P - PID
$t/$T - TID
$$ - insert $ character

Defaul t: [%l/ % % % 9t %6 %] $k $I $A $C PID:$P TID: $T \"$M "

Output rules

[ Qut put Setting/ Qut put/ Rul eSetting]

[ Qut put Setti ng/ Qut put/ Rul eSetting/ Rul e]

conponent s=ALL

priority=DEBUG3

facility=ALL

The rules should be inserted in a new section inside the [QutputSetting/Qutput]
section. There is a main rule section [QutputSetting/Qutput/RuleSetting] and inside
this section you can create several rules in the

[ Qut put Setting/ Qutput/Rul eSetting/ Rule] section

components = <component names separated by comma or ALL>
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This section will log those nessages which created by the specified conmponent(s). You
can enunerate different conponents, these nust be separated by conmma. The ALL keyword
nmeans all the conponents.

Avai | abl e conmponent (s): vansi

priority = <keywords or 0..10>

Log level. Only those nessages will be registered which have the equal or |ower |eve
to the specified |evel.

Avai | abl e val ues:

EMERG 0 systemis unusable

ALERT 1 action nust be taken i mediately
CRITICAL 2 critical conditions

ERROR 3 error conditions

WARNI NG 4 warning conditions

NOTICE 5 normal, but significant, condition
I NFO 6 informational nessage

DEBURD 7 debug-| evel nessage

DEBUGL 8 debug-I| evel nessage

DEBURX2 9 debug-I| evel nessage

DEBUG 10 debug-Ievel nessage

facility = <0..4 or keywords or ALL>

In this option you can define which type of | og nessages will be considered. A type
belongs to all the entries, it nakes the search easier in the log file. You can
specify several types separated by coma, or the ALL keyword.

For exanple: VIRUS, SPAM

The following types are avail abl e:

ALL Al'l kind of nmessage types

SYSTEM 1 System | og nessage

VIRUS 2 Virus found | og nessage

SPAM 3 Spam found | og nessage

DEBUG 4 Debug | og nmessage

o

In the example

According the rule the programw ||l register the | ogs nessages cone from one of the
conmponents and the log type is not inportant either. The DEBUG3 or higher |evel |og
messages will be registered.

Exanpl e 2:

[ Qut put Setti ng/ Qut put/ Rul eSetting/ Rul e]
conponent s=vansi

priority=l NFO

facility=SPAM VI RUS

In this case only those | og nessages will be I ogged which cone fromthe vansi

conponent in case of spam or virus found (facility=SPAM VI RUS) being on | NFO or
hi gher 1og level (priority=lINFO.

Tokens

Tokens avail able in the system

%pr oduct ver si on% prograni s versi on numnber

% ronb fromfield of the nmail
% 0% to field of the mail
%rai |l i d% value of the mail’s 'nessage-id field if it exists.

%vdbversi on% virus database version
%sdbversi on% spam dat abase version
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Y%subj ect % content of 'subject' field

%virusname% nanme of found virus

% il enane% current attachnent’s nane

Y%sender % e-nai| address of the sender

% eal i p% address of the e-mail client which connected to the MIA

%Wecipient% e-mail address of the recipient

%mailfilename% file nane and path of the copy of the original e-nmail created by the
antivirus system

% anguagefilter%contains the result of the | anguage filter (script/language)
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END USER AGREEMENT

IF YOU DO NOT AGREE TO THESE TERMS AND CONDITIONS DO NOT INSTALL OR USE THE VEXIRA ANTIVIRUS
SOFTWARE (referred to hereafter as the "Software"). BY CLICKING "YES", "I ACCEPT", "I AGREE", "OK", "CONTINUE",
"NEXT" OR BY INSTALLING OR USING THE SOFTWARE IN ANY WAY, YOU ARE INDICATING YOUR COMPLETE
UNDERSTANDING AND ACCEPTANCE OF THE TERMS AND CONDITIONS OF THIS END USER SOFTWARE LICENSE
AGREEMENT (referred to hereafter as the "License"). IF YOU DO NOT ACCEPT ALL OF THE TERMS AND CONDITIONS OF
THIS LICENSE, THEN CENTRAL COMMAND, INC. IS UNWILLING TO LICENSE THE SOFTWARE TO YOU. YOU MAY,
WITHIN THIRTY (30) DAYS OF YOUR INITIAL PURCHASE OF A COPY OF THE SOFTWARE, RETURN THE ENTIRE COPY
OF THE SOFTWARE (INCLUDING ALL COMPUTER MEDIA, PACKAGING AND DOCUMENTATION) WITH PROOF OF
PURCHASE EITHER TO CENTRAL COMMAND, INC. DIRECTLY AT ITS CUSTOMER SERVICE DEPARTMENT OR TO THE
RETAILER FROM WHICH YOU PURCHASED THE SOFTWARE, FOR A FULL REFUND OF THE AMOUNT INDICATED BY
YOUR SALES RECEIPT OR PROOF OF PURCHASE FOR THE SOFTWARE.

IF YOU ARE INSTALLING THE SOFTWARE ON A COMPUTER THAT IS NOT OWNED BY YOU, YOU ARE BOUND TO THE
TERMS AND CONDITIONS OF THIS LICENSE BOTH IN YOUR INDIVIDUAL CAPACITY AND AS AN AGENT OF THE
OWNER OF THE COMPUTER, AND YOUR ACTIONS WILL BIND THE OWNER OF THE COMPUTER. YOU REPRESENT
AND WARRANT TO CENTRAL COMMAND, INC. THAT YOU HAVE BOTH THE CAPACITY AND AUTHORITY TO ENTER
INTO THIS LICENSE ON YOUR OWN BEHALF AS WELL AS ON BEHALF OF THE OWNER OF THE COMPUTER ON
WHICH YOU ARE INSTALLING THE SOFTWARE. FOR PURPOSES OF THIS LICENSE, THE "OWNER" OF A COMPUTER
IS THE INDIVIDUAL OR ENTITY THAT HAS LEGAL TITLE TO THE COMPUTER OR THAT HAS THE POSSESSORY
INTEREST IN THE COMPUTER IF IT IS LEASED OR LOANED BY THE ACTUAL TITLE OWNER.

This End User License Agreement ("License") is a legal agreement between you (either an individual, agent of the owner, or a
single entity end user) and Central Command, Inc. for use of the Central Command, Inc. software product identified above (i.e.
Vexira Antivirus), which includes computer software and may include associated media, printed materials, and "online" or
electronic documentation (collectively referred to as the "Software"), all of which are protected by U. S. copyright laws and
international treaty protection. By installing, copying, or otherwise using the Software, you agree to be bound by the terms of this
License. If you do not agree to the terms of this License, do not install or use the Software.

The Software and the name "Vexira Antivirus" is protected by copyright laws and international copyright treaties, as well as
other intellectual property laws and treaties. The Software is licensed, not sold. If you agree to be bound by all of the terms of
this License, you will only own the media on which the Software has been provided and not the Software itself.

THIRTY DAY MONEY BACK GUARANTEE: If you are the original licensee of this copy of the Software and are dissatisfied for
any reason with it within the first thirty (30) days after your purchase or delivery date, you may return the complete product,
together with your original proof of purchase to Central Command, Inc. or the retailer from which you purchased the Software,
for a refund of the amount indicated by your original proof of purchase. If this purchase was completed using electronic delivery
you are required to complete a Letter of Destruction (referred to hereafter as an "LOD") and return it within thirty (30) days after
your purchase date to receive a refund. Central Command, Inc. uses the postmark or fax date of the completed and returned
LOD to determine compliance. You can receive a LOD by contacting your electronic retailer from which you purchased the
software or directly from Central Command, Inc. via e-mail at service@centralcommand.com, postal mail at P.O. Box 468,
Medina, Ohio, 44256, or fax at +1 330-722-6517. For assistance you may also contact Central Command, Inc. by calling +1
330-723-2062 and requesting Customer Service.

GRANT OF LICENSE: Central Command, Inc. hereby grants you and only you a non-exclusive license to use the Software
subject to and upon all of the terms and conditions set forth in this License.

APPLICATION SOFTWARE: You may install and use only one copy of the Software, and only on a single computer terminal.

NETWORK USE: You may also store or install a copy of the Software on a storage device, such as a network server, which is
used only to install or run the Software on your other computers over an internal network; however, you must purchase and
dedicate a separate license for each separate computer terminal on which the Software is installed or run from the storage
device. A license for the Software may not be shared or used concurrently on different computers or computer terminals. You
are required to purchase a license pack or multi-use license if you require multiple licenses for use on multiple computers or
computer terminals.

If you purchase a License Pack and you have acquired this License for multiple licenses of the Software, you may make the
number of additional copies of the computer software portion of the Software specified above as "Licensed copies." You are
also entitled to make a corresponding number of secondary copies for use on a single home computer as specified above in the
section entitled "Application Software".

If you purchase a License for the Software to be used to virus scan electronic messages or you install the Software is such a
way to virus scan electronic messages you are required to purchase a license for each domain name and each sub domain
name that is virus scanned. If your total electronic mail addresses exceed 6000 you are required to purchase a special Internet
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Service Provider (ISP) License for use of the Software.

TERM OF LICENSE: The License granted hereunder shall commence on the date that you install, copy or otherwise first use
the Software. You may terminate this License at any time. This License shall terminate automatically (and you shall have no
right to use the Software) upon your breach of any term of this License. Upon termination, you must destroy the Software and all
copies, if any, you made pursuant to this License.

UPGRADES: If the Software is labeled as an upgrade, you must be properly licensed to use a product identified by Central
Command, Inc. as being eligible for the upgrade in order to use the Software. A copy of the Software labeled as an upgrade
replaces and/or supplements the product that formed the basis for your eligibility for the upgrade. You may use the resulting
upgraded product only in accordance with the terms of this License. If the Software is an upgrade of a component of a package
of software programs that you licensed as a single product, the Software may be used and transferred only as part of that single
product package and may not be separated for use on more than one computer.

COPYRIGHT: All right, title and interest in and to the Software and the name "Vexira Antivirus" and "Vexira" and all copyright
rights in and to the Software (including but not limited to any images, photographs, animations, video, audio, music, text, and
"applets” incorporated into the Software), the accompanying printed materials, and any copies of the Software are owned by
Central Command, Inc. and/or its suppliers. The Software is protected by copyright laws and international treaty provisions.
Therefore, you must treat the Software and the term "Vexira Antivirus" or "Vexira" like any other copyrighted material except that
you may install the Software on a single computer provided you keep the original solely for backup or archival purposes. You
may not copy the printed materials accompanying the Software. You may not use the name "Vexira Antivirus" or "Vexira" or any
similar name except when referring to the Software. You must produce and include all copyright notices in their original form for
all copies created irrespective of the media or form in which the Software exists. You may not sub-license, rent, sell, or lease the
Software. You may not reverse engineer, recompile, disassemble, create derivative works, modify, translate, or make any
attempt to discover the source code for the Software or any part thereof. Except as expressly permitted by applicable law, you
may not remove from the Software, or alter, any of the trademarks, trade names, logos, patent or copyright notices or other
proprietary rights notices or markings, or add any other notices or markings to the Software.

LIMITED WARRANTY: Central Command, Inc. warrants that the media on which the Software is distributed is free from defects
for a period of thirty (30) days from your date of receipt or purchase date of the Software. Your sole remedy for a breach of this
warranty will be that Central Command, Inc. at its option, may replace the defective media upon receipt of the damaged media,
or refund the money you paid for the Software. Central Command, Inc. does not warrant that the Software will be uninterrupted
or error free or that the errors will be corrected. Central Command, Inc. does not warrant that the Software will meet your
requirements. CENTRAL COMMAND, INC. HEREBY DISCLAIMS ALL OTHER WARRANTIES FOR THE SOFTWARE,
WHETHER EXPRESSED OR IMPLIED. THE ABOVE WARRANTY IS EXCLUSIVE AND IN LIEU OF ALL OTHER
WARRANTIES, WHETHER EXPRESSED OR IMPLIED, INCLUDING THE IMPLIED WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE, OR NON-INFRINGEMENT. THIS WARRANTY GIVES YOU SPECIFIC LEGAL
RIGHTS. YOU MAY HAVE OTHER RIGHTS, WHICH VARY FROM STATE TO STATE.

DISCLAIMER OF DAMAGES: Anyone installing, using, testing, or evaluating the Software bears all risk to the quality and
performance of the Software. In no event shall Central Command, Inc. be liable for any damages of any kind, including, without
limitation, direct, indirect, exemplary, special, consequential or incidental damages of any kind (including without limitation lost
profits or damage to other systems) arising out of the use, performance, or delivery of the Software, even if Central Command,
Inc. has been advised of the existence or possibility of such damages. SOME STATES DO NOT ALLOW THE LIMITATION OR
EXCLUSION OF LIABILITY FOR INCIDENTAL OR CONSEQUENTIAL DAMAGES, SO THE ABOVE LIMITATION OR
EXCLUSION MAY NOT APPLY TO YOU. IN NO CASE SHALL CENTRAL COMMAND, INC.'S LIABILITY EXCEED THE
PURCHASE PRICE PAID BY YOU FOR THE SOFTWARE. The disclaimers and limitations set forth above will apply regardless
of whether you accept or use, evaluate, or test the Software.

IMPORTANT NOTICE TO USERS: THE SOFTWARE IS NOT FAULT-TOLERANT AND IS NOT DESIGNED OR INTENDED
FOR USE IN ANY HAZARDOUS ENVIRONMENT REQUIRING FAIL-SAFE PERFORMANCE OR OPERATION. THIS
SOFTWARE IS NOT FOR USE IN THE OPERATION OF AIRCRAFT NAVIGATION, NUCLEAR FACILITIES, OR
COMMUNICATION SYSTEMS, WEAPONS SYSTEMS, DIRECT OR INDIRECT LIFE-SUPPORT SYSTEMS, AIR TRAFFIC
CONTROL, OR ANY APPLICATION OR INSTALLATION WHERE FAILURE COULD RESULT IN DEATH, SEVERE PHYSICAL
INJURY OR PROPERTY DAMAGE.

GOVERNMENT RESTRICTED RIGHTS/RESTRICTED RIGHTS LEGEND: Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph (c)(1)(ii) of the Rights in Technical Data and Computer Software clause at
DFARS 252.227-7013 or subparagraphs (c)(1) and (2) of Commercial Computer Software-Restricted Rights clause at 48 CFR
52.227-19, as applicable. Contact Central Command, Inc., at P.O. Box 468, Medina Ohio 44258-0468.

GENERAL: This License is deemed delivered in, and will be governed by, the laws of the State of Ohio, in the United States of
America. This License may only be modified by a license addendum, which must accompany this License or by a written
document which has been signed by both you and Central Command, Inc. This License has been written in the English
language only and is not to be translated or interpreted in any other language. Prices, costs and fees for use of the Software are
subject to change without notice to you. In the event of invalidity of any provision of this License, the invalidity shall not affect the
validity of the remaining portions of this License. Vexira, Vexira logo, Central Command, Central Command's logo, EVRT,
Emergency Virus Response Team, Without us, there's no defense, are trademarks of Central Command, Inc. Microsoft,
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Windows, Excel, Word, the Windows logo, Windows NT, Windows 2000 are registered trademarks of Microsoft Corporation. All
other trademarks or tradenames are the property of their respective owners.

CONTACT

This manual provides comprehensive information on operational of our virus protection product. If you
have any additional questions about it or would like to share your experience or proposals with us do not
hesitate to contact us! Turn to us with confidence, your demands and remarks will be respected.

Address Central Command, Inc.
Medina, Ohio 44258,
P. O. Box 468.
United States

Phone (+1) 330 723 2062
Fax (+1) 330 722 6517
Web http://www.centralcommand.com
Support  http://www.centralcommand.com
E-mail sales@centralcommand.com
support@centralcommand.com

Last update: 09-03-2010
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