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VEXIRA ANTIVIRUS FOR MAIL SERVER

The Vexira Antivirus for Mail Server package (hereinafter called VAMS) provides an

ef fective protection for mailing systens on Linux, FreeBSD and Solaris platforns. The
product checks and protects the nmail traffic transmtted on the SMIP channel ensuring
the secure (virus free) mailing. Apart fromthe anti-virus functions the program has
routing, defense and filtering functions. As these functions are integrated they can
be easily and rapidly configured and nonitored fromcentral conputer. The programis
very flexible and neets the requirenments of all users.

Mai n features of the product

- Qutstandi ng perfornmance: parallel processing (nultiprocess)
- Heuristic virus analysis to recogni ze unknown viruses
- Can be easily integrated into any mail system
- Increnental, automatic virus database update
Spanwfllterlng - statistical spamfiltering with many eval uati on mnet hods,
VMlte/BIack lists and RBL support
- LDAP support for alnost all configuration options (SMIP authentication and LDAP-
based smart host support, individual filtering options for each user)
- Load bal anci ng: the nunber of e-nmil under processing, the nunber of inbound
connections, the load on the mail filters can be set according to the total |oad on
t he server
- Flexible rule systemto suit the conpany's needs
- WornBuster function - for blocking |-Wrnms instantly
- DirectScan - Enables mail scanning before accepting it - extended nmail handling
options on the receiver side (useful in case of using Postfix mail server)
- Ability to filter e-mails according to the |anguage and script-type used in the e-
nai |
- Attachnent's MD5 handling typescript script type
- Filtering based on mail header fields
- Filter out of password protected attachnments
- Qutstanding error handling to provide continuous functioning
- Custoni zabl e warni ng nessages with tokens
- Informative statistics about mail traffic and events
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System requirements

Supported operating systens

Li nux (i 386/ and64)
FreeBSD 5.5, 6.0, 7.0 (i386/and64)
Solaris 9 (sparc), 10 (i 386)

Requirements for all the supported platforns:

- 256 MB free nenory (512 MB reconmended)
- 100 MB free hard di sk space

- wget (for update)

- perl5 (for update)

- openLDAP 2.0.23 (for LDAP operations)

Requi renments by platforns:

Li nux, FreeBSD

- Intel Pentium (or conpatible) processor at 300 MHz

- Mnimal required for Linux: GIBC 2.2.5, kernel 2.2.1

- Mnimal required Linux distributions: SuSE 8.0, RedHat 7.3,
Debi an 3.0 (woody), Mandrake 9.0, Slackware 8.1

Sol ari s:
- Utra Sparc Ile processor at 500 Mz




Vexira Antivirus for Mail Server

Program operating
Architecture of VAVS
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RECV: mail receiver nodule, prepares mails cone fromthe sntp client, refuses or
accepts nail based on the settings

HOOK: main mail scanner nodul e (hook), it scans the nmail for viruses and filters it
based on the settings (filefilter, fieldfilter, ...)

SEND: mail forwardi ng nodul e (sender), it delivers the mail to the recipient(s) or
send notification message i f needed

RECVQ wait queue for mails waiting for processing (receiver queue)

SENDQ@ wait queue for mails and notifications to be delivered (sender queue)

DS: DirectScan operations, it is directly between the receiver and the hook if the
Direct Scan function is active

SPAMAL: aut onatic spam | earni ng nmodul e

WDOG. control daenon, provides continuous operation of the system

Daenons found in the system

vams [start]|stop]hookstop]|status]version]vdbreload|sdbreload|cfgreload|
hookclean|senderclean] license|cfgcheck|] languagelist]|-C <Filename with path>]
Hook daenon, which processes the mails.

Par anet ers:

start
Starts hook, receiver and sender daenons.

st op
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St ops recei ver daenon and sends mails waiting for delivering then stops sender
daenmon, the and the watchdog.

hookst op
St ops VAMS hook only.

status
Li sts processes and its PIDs bel onging to the program

versi on
Di spl ays the version nunmber of the program virus database, virus scan engi ne and
spam dat abase (the last one's only if the program and t he database have been | oaded).

vdbr el oad
Rel oads virus definition database.

sdbr el oad
Rel oads spam dat abase

cfgrel oad
Rel oads configuration file.

hookcl ean
O eani ng hook spool directory.

sender cl ean
Cl eans sender spool directory.

license
Di splays license infornmation: usernanme, registration key, expiring-date, status.

cf gcheck
Checks if the configuration file is correct.

| anguagel i st
Ret urns supported | anguages/script-types available for the | anguage filter.

start -C <filename with path>

VAMS wi Il use an alternative configuration file set in the paraneter
Exanpl e:

start -C /usr/local/etc/.conf

Addi ti onal daenpns:

vasmtpd
The connector receiver daenpn.

vasmtps
The connector sender daenon

vawatchdog
Wat chdog daenon

Starting daenons

Before starting daenons, the current sntp daenon (which connects to the nunber 25
port by default) nust be stopped because it may occur binding error
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Daenons can be started manually (individually). If the receiver and sender daenobns
are started, they will detect each other and create a connection. In this case,
functions provided by the hook daenon are not active (file filtering, virus scan).
This way a port-forward function can be forned with the hel p of the daenons if one of
the direct-relaying or auto-relaying options are enabled. Routing is active in this
case. If the hook daenon is started after this it will place itself between the other
two daenons

Attention!

| f FreeBSD operating systemis used, the foll owi ng message can be occured:
*** Engine Init Error

Engine Init Error #: 65527

pid 4751 term nated abnormal ly! Exit code: 1.

To solve this problem the systenmis kernel nust be reconpiled using the
followi ng option: option SHWAXPGS=8192

O her executable files in the package

vashldstat [-r]

Di spl ays i nformati on updated continuously on VAMS' s operation. All the data displayed
on the screen have been generated since the |ast start of VAMS. Use the '—r’

paraneter to get sinplified (raw) output, the elenents will be listed in nane:val ue
form

Expl anati on of displayed data:

SMTP Receiver [PID]: x/y/z

Hook Scanner [PID]: x/y/z

Smtp Sender [PID]: x/y/z

PID - Daemon process 1D

X - Nunber of process at present (receiverek/ hookok/sender).

y - Nunber of processes in the last 1 m nute (receiverek/ hookok/sender).

Z - Maxi mum nunber of processes run at the sanme tinme (receiverek/ hookok/ sender).

Total connections
Total nunmber of connections to the VAMS

Dropped connections
Number of broken connections (for exanple: in case of there is no rule available for
a mil).

Checked mails
Total nunber of mails scanned by the VAMS

Blocked mails
Total nunber of nmails bl ocked by the VAMS

Received: x/y
nunmber of received nmails (x) / anount of received data (y)

Sent: x/y
nunber of sent mails (x) / anobunt of sent data (y)

System load average
System | oad i ndex nunber. It can display different value by platforns.

Queue status (R/S): x/y
X - Nunber of mails in the receiver queue waiting for processing (Al).
y - Nunber of processed nails in the sender queue waiting for delivering (A2).
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Resend spool: x/y
nunber of nails that wait for resend (x) / next resend process will be started iny
second(s).

Warning message sent
Total nunber of warni ng nessages sent.

Virus found
Nunber of detected viruses.

IWorm found
Nunmber of detected | Wrns.

Infected mails
Nunber of infected nmails.

Virus killed
NUnrber of viruses killed by the VAMS

Modified attachments
NUnber of nodified attachnents.

Deleted attachments
Nunber of del eted attachnents.

File filtered
Nunmber of file filtered attachnents.

Spams found: x/y
y - Total nunber of mails filtered by spamfilter
X - Nunber of mails marked as spam by the spamfilter

Total spams found
Total nunber of spans detected by the Mail hSield.

RBL

IP blacklist

Domain blacklist

Rcpt blacklist

Nunmber of mails sent by one of the black lists.

5xx transmit.errors

4xx transmit.errors

Processing errors

Nunmber of mails produced one of the errors.
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Installation

The program (hereinafter called VAMS) can be installed on an independent SMIP gat eway
or on the sane conputer which executes the original mail server.

Installation on independent SMTP gateway

You have to assure that all incomng and outgoing mails be first confronted with SMIP
gat enay.
| Hmmmmmm - + Fommmmmaaa +
| | SMTP | | Mail |
| I'ncom ng SMIP | Gateway | SMIP | dient
NEREEEEEEEEEEEEE | EERREEEEEEE | |
n| | | | |
t] tommmmm e + Fommmmeaaa +
el | |
rl | |
n| | |
el CERREEEEE + |
t] | Mai | | POP3/I VAP |
| | Server [--------- - +

| Qutgoing SMIP | |

Install VAMB on SMIP gateway. This conputer no needs other mailing system

Your domain MX entry rnust be setup in such a way that incoming nmails get to SMIP
gateway. After processing it passes themto inside nail server. Users can downl oad
their mails fromthat.

In case of outgoing mail you have to setup mail clients to pass mails to the SMIP
gateway which will transnmit themto the mail server after processing.

Installation on mail server

o e e e e e e +
| Mai | server | Qutgoing SMIP
| Fom e e +
I ncomi ng SMIP | 25 | VAVS |
-------------- |---|for SMIP [---]-----+
| b +o |
4o | | |
| | | |
| | | |
| e +
| |
T +

In this case you need to redirect mail server to other port. You can attain with this
setting that mail server pays attention to your own port instead of standard port 25
of SMIP. VAMS receives mails through port 25 and passes themto the port scanned by
mai | server.




Vexira Antivirus for Mail Server

Installation steps

Before installation, nake sure that perl 5.005 or above and wget assistant program
are installed on your system

Before installing the new version of VAMS you should uninstall the previous version
of that.

Unpack the package as foll ows:
#gzi p -dc vans-<version>-<platforne. tgz|tar xvf -

In the course of unpacking there will be created a vans_install folder which wll
contain all needed files. Enter this folder and run the install script:

#./vans-install.pl

The script verifies if the unane file exists on the conmputer and the platform Then
there will be asked sonme questions:

In which directory do you want to install the binary files?
[/ usr/bin]

You have to specify the nane of the directory which stores VAMS, SMIPd, SMIPs bi nary
files.

In which directory do you want to install the library files?

[/usr/lib]

You have to specify the nanme of the directory which stores library files. The program
nmakes a /vans folder inside the specified directory and copies the virus definition
dat abase there

In which directory do you want to install the docunentation files?

[/ opt/vans/ doc]

You have to specify the nane of the directory which stores description files.

In which directory do you want to install the manual files?
[/ usr/sharel/ man]

You have to specify the place of the manual files.

Whi ch directory do you want to be the spool directory?
[/ var/spool / vans]

You have to specify the nanme of the directory which stores nails under processing.

Specify the log directory nanme
[/var/log/vans]

You have to specify the directory of the log file.

Do you want to install the init script?

Press <y> key if you want to install init scripts.

Whi ch directory contains the init scripts?
[/etc/init.d]

If you select install init scripts, you have to specify the name of the directory
which stores initialize scripts.

10
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What is the directory that contains the init directories?
[/etc]

You have to specify the place of the initialize directory.
Speci fy names which nay appear on incom ng nmail nmessages
Enter the donmai n nanes here separated w th spaces.

[]

You have to specify the part of dommin/host of email addresses. Receiving nails
wor ki ng on excl usi on concept which neans that mails wi thout having specified

domai n/host will be refused. For exanple if you want name@omewher e.com and
nane@mai | . sonewhere. comto be accepted then you have to specify both domai n/ host
separated by space. In this case: sonewhere.com mail.sonmewhere. com

Are there any networks of |ocal nachines you want to relay mail for?

Enter them here, separated with spaces. You should use the standard address/| ength
format (exanple: 194.222.242.0/24)

If there are none, just press ENTER

[]

You have to specify the network I P netmask. Essentially, you need to set your network
netmask to allow outgoing mails. You have to deternmine the first I P address of your
domain with the length of netrmask. For exanple your donmain is 192.168. 10. 1-

192. 168. 10. 255, netnmask i s 255.255.255.0 then you may register 192.168.10.1/24. You
can specify several netnask separated by space.

Specify the I P address and port nunber of the SMIP server that will be used for
forwardi ng scanned nail (exanpl e: 192.168. 1. 2: 2525)

You have to specify the I P address and port nunber of mail server which manages
processed mails and warnings. If your server is redirected then you have to specify
your own | P address or the |ocal host |IP address (127.0.0.1) and the port nunber where
the server is redirected to (for exanple: 127.0.0.1:2525).

Specify the log file nanme

[vans. | og]

You have to specify the name of the log file.

Specify the e-mail address of the adninistrator

[]

You have to specify the nanme of the network admi nistrator who will receive warnings.

Specify the mail fromfield of admi nistrator's emai
(exanpl e: adm n@xx.yy or Adm n <adm n@xx.yy>)
[]

You have to specify the fromfield of the mail sent by administrator in case any
war ni ngs.

Enter your registration user nane

[]

Enter your registration key (exanple: WESAE- WCRVC- CSNEH)

[]

You have to specify the registration nane and key. (It is possible to use program
wi t hout these data but see chapter 7. for nore information)

11
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After these questions the program makes necessary directories and creates the
configuration file in the /etc/vans directory according to the specified values. It
generates initialize scripts and place theminto an appropriate directory.

12
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Manual installation

Downl oad and unpack the package according to the previous description.

Make the follow ng directories:
/var/ spool / vans

/fusr/lib/vans

/etcl/vans

Copy the files (vans vans-uninstall vashldstat vaSMIPd vaSMIPs) fromthe /bin
directory (which can be found inside the install directory) into the /usr/bin
directory.

Copy the libvengineso.1l file fromthe /lib directory (which can be found in the
installation directory) into the /usr/lib directory and the copy the virus database
files into the /usr/lib/vanms directory. They can be found in the /usr/lib/vans
directory.

Copy the directory fromthe /doc directory into the /usr/share/doc directory.
Copy the directory fromthe /man directory into the /usr/share/ man directory.
Copy the vanms.conf file fromthe /etc directory into the /etc/vans directory.

Copy the vans.sh script fromthe /etc directory into the systenis directory which
contains the initialization scripts. It may be different on different systens (e.g.
/etc/init.d.)

Make the link in the initialization directory needed for the switching-over to the
executing level. The place of the directories depends on your distribution

For exanpl e:

/rc0.d

In -s /etc/init.d K20vans. sh
/rcl.d

In -s /etc/init.d K20vans. sh
/rc2.d

In -s /etc/init.d S20vans. sh
/rc3.d

In -s /etc/init.d S20vans. sh
/rcd.d

In -s /etc/init.d S20vans. sh
/rch5.d

In -s /etc/init.d S20vans. sh
/rc6.d

In -s /etc/init.d K20vans. sh

Uninstallation

You have to execute the followi ng programto uninstall the VAVS

#vams- uni nstal | . pl

13
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Registration

The product can't be used without a valid registration key.

The program warns the user by sending a nessage into the log file and to the
adm ni strator once a day when the ending of the registration period is com ng.
After registration key had expired, the product works as before (w thout any
restriction) until a program update (virus database updating is possible). After
program updati ng, you need a new |license (registration key) to use the program

The registration key nmust be placed into the configuration file, see the description
of the configuration settings for nore.

Safety of operation (WatchdoqQ)

The built in Watchdog daenon provi des conti nuous operating for the VAVS. It takes
care of the other daenons of VAMS, checks their functions, naintains the continuous
processi ng by preventing breakdowns of working processes.

The Watchdog controls the receiver, hook and sender daenons providing the
continuously mail traffic, it handles the mnor errors during operation, creates |og.
By the help of it the effects of the functional disorders can be reduced to the

m ni mum | evel

The control of the mail processing provides undisturbed traffic. In case of any
errors the administrator can be notified and external prograns are also executed
specified in a conmand |ine option

The Watchdog is able to provide the delivering even in case of repeated errors (you
can set if mail will be copied into the failed spool or/and will be delivered w thout
scanni ng) .

14
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Update database

The update of the programis virus- and spam dat abase can be perforned nmanual ly or by
the hel p of scripts that can be found in the package.

The product uses increnental virus database update nechanismto keep the virus

dat abase up-to-date. The advantage of this nethod is that the program doesn't need to
downl oad the whol e virus database file every tine (its size is several MBs) but
usually only a small additional database package including the virus signatures
processed and rel eased recently. Using this nechanism the download tine is decreased
to a mniml level so we can rel ease additional virus database packages several tines
a day to inprove the defense. Users can obtain protection against new nmal ware w t hout
spendi ng long tinme and generating considerable network | oad for the update. The
protection is available alnpbst imediately after the signatures of the newy

di scovered viruses have been processed in our virus |ab

Manual update

Qur virus database-set consist of several files, you need to update all the files
fromour FTP server fromthe follow ng folder and copy themto the virus database
fol der:

upd. vexira. conf publ2/vexiral/vdbl2/

You can activate the new dat abase by the "vans vdbrel oad" comand.

The spam dat abase file (vexira.sdb) is also available on our FTP server in conpressed
format:

upd. vexi ra. conf publ12/ vexiral/ sdb/ sdb. t gz

The downl oaded file nust be copied into the /usr/lib/vams directory as vexira.sdb
(compressed version shoul d have unconpressed before copying) and activated by the
"vanms sdbrel oad" conmmand

Automatic update

W create scripts to automate the update process, they are in the /usr/bin directory
(vdbupdat e. sh and vdbupdate_http. sh).

Execute one of them it is going to downl oad the virus- and/ or spam database, copies
it/theminto the correct directory and activates it/them Updating will only be
performed, if the database available in the server is newer than one on your
conputer. Otherwi se the database will be |left unchanged.

To execute the scripts, you should enter the vdbupdate.sh (through HTTP use the
vdbupdat e_http.sh) comand. It is possible to use paraneters, too:

nosdb - the spam database will not be updated
verbose - display progress bar

Exanpl e:

vdbupdat e. sh nosdb verbose
The spam dat abase will not be updated, the progress bar will be displayed

To run these scripts, you need wget programl By the help of cron, you can schedul e
the script executing to be perforned by half an hours. Register into /etc/crontab:

0,30 * * * * root /usr/bin/vdbupdate.sh

15
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Configuration

The program working as a store-forward SMIP gateway. It has own daenpon to receive
incoming mails and pass themto Vexira Antivirus for Mail Server (hereinafter called
VAMS) for processing. VAMS is scanning mails and files according to its configuration
file and passes themto MIA together with possible warnings. MA sends themto nai
server to deliver.

The program hasn't full value MIA so it can't deliver nails w thout helping of an
alternative mail server for the nonent.

The configuration file of the programis /etc/vans/vans. conf.

Syntactical rules

Syntactical rules used in the configuration file:

Space and tab characters are allowed to use free, but do not use special characters
in the definition parts. In case of an error, the daenons display a nessage in the
log file or on the standard output as follows:

*** number. Error message
If one of the sections contains errors, you can see the follow ng error nmessage:
*** Config file parsing not successfully. Please check it!

The daenons can only be started if the errors have been fixed.

Sections, fields

The definition parts in the configuration file are divided into sections and fi el ds.
You can specify a section between [] signs. These include field names and their
value(s). The fields in the section are related to each other

The nane of the fields have a constant length, equal mark (=) is required to specify
to assign a value. The value of the fields is determ ned in sonme cases. |In case of
error a warning nessage is displayed containing the type, location of the error and
suggesting the fixing nethod.

Comments
If aline contains the # character then any other characters placed after it will not
be taken into consideration by the program (as these are coments).

Joker characters

The docunentation calls your attention to use joker characters where it is all owed.
The effect of the joker characters (if there is no other disposition):

The ’'question mark’ (?) character substitutes a piece of characters.

The 'star’ (*) character substitutes any characters/character sequences.

Assignment

Sonme of the options’ assignnents can be done in nore lines. It is nentioned in the
docunent ati on where this feature is avail able.

16
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<option> = parameter(s)

The specified paraneter will be the value of the option

<option>+ = parameter(s)

The specified paranmeter is appended to the previously specified value(s). The +
character belongs to the option, it must be close to it.

17
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[GLOBAL] General settings

You can set the general paraneters of the programin this section

umask = 0077

The VAVS will create its own files or directories with the specified permssion. You
can use this option the same way as the umask command that is available on the Unix
syst ens.

Using the default unmask setting set the -1 value to this option

default-input = [IP_address]:<port_number>

It determines where the SMIP daenon nust receive the mails. If an | P address is
specified then it receives only mails arriving at that | P address, otherwi se all the
| P address is scanned (0.0.0.0).

spooldir = <directory>
Spool directory. The mails being currently processed are stored in this directory.

tempdir = <directory>
Set a folder for tenporarily created files.

connector = <label>
Connector nodul nanme. There is only one default connector section: "sntp”.

libdir = <directory>

Location of the library directory needed for the program The virus database set nust
be available on this path.

Exanpl e:

libdir = usr/lib/vans

default-logfile = <file>
Log file's nanme with path.

log-level =

Val ues: -1-15 (log | evels)
NONE -1

EMERG
ALERT
CRIT
ERR
WARNI NG
NOTI CE
| NFO
DEBUGO
DEBUGL
DEBUG2
DEBUG3 10
DEBU# 11
DEBUG 12
DEBUG6 13
DEBUGY 14
DEBUG 15

O©CoOoO~NOUA~AWNEO

A statistic entry will be created fromthe INFO level into the | og about each nai
scanning as foll ows:

Mai | summary: <mail fronmp| <rcpt to>[, <rcpt to2>, [<rcpt
to3>]]| <ip_fronmp| <mailid>|<rbl>|<virusfilter>|<spanfilter>|<espfilter>|<zhfilter>|<filefilter><fieldfilte
r>|

Exanple froma log file:
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Mai | summary:
<sender @omai nl. conP| <user 1@omai n2. conP, <user 2@omai n2. con>| 192. 168. 2. 1] A233457881| NJ Y| NN NI NI N| N|

N and Y signs at the end of the entry: the mail was (Y) or wasn’'t (N) filtered by the
current <filter>.

If the log level's size exceeds the 2 G linmt, newlog events will not be recorded.
Pl ease use the "logrotate" daenon to maintain the log file.

syslog-facility =

Syslog logging with facility and log level (’'syslog-level’) settings. The foll ow ng
facility values are avail abl e:

aut h/ aut hpri v/ cron/ daenon/ftp/ kern/local O-7/1 pr/ mai |/ news/sysl og/ user/ uucp

Defaul t val ue: daenon

Important!

Define the '"syslog-facility’ before the 'syslog-level’ option in the configuration
file, otherwise the syslog facility will be set to the default.

syslog-level =

Sysl og | evel setting.

Level values are the sane as 'log-level' option's. The NONE/-1 val ue di sabl es the
sysl og.

found-virus-log = <yes/no>
You can specify that if the incidents are logged in a special file.

virus-log-verb = <yes/no>

It determines the fullness of the /var/l og/ FoundViruses. | og

Yes: al so displays the sender and recipient(s) of the infected mail and the sender’s
| P addr ess.

No: only displays the date of the virus incident, the name of the virus and the
action.

virus-statistic-log = /var/log/vams/Statistic.log
Set alog file (with path) to store the virus statistics.

found-viruses-log = /var/log/vams/Foundviruses.log
Set alog file (with path) to register the virus incidents.

virus-top-list-log = /var/log/vams/Top-virus.log
Set alog file (with path) for the daily virus top list.

port-banner = <yes/no>
It deternines that if the SMIP daenon returns the conputer’s full qualified domain
name besides the nunber 220 and 421 SMIP answer.

banner-220 = <text>

The | ogi n nessage of the SMIP daenon:

i f port-banner set no the login answer is: "220 <text>"

if port-banner set yes the login answer is: "220 domai n_nane <text>"

helo-name = <text>
In case of (outgoing) conmunication to target, the VAMS will use the set name as host
name in the 'HELO SMIP comand

cfg-watch-timer = <second>

Set the configuration check interval (seconds). Wen the tine interval expires the
programw || check if the configuration file has been nodified. The program rel oads
the configuration file if needed. After checking the interval starts again

mail-archive = <yes/no>
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You can all ow the VAMS saves all passing nmails into the spool directory’'s archive
subdi rectory.

error-patient = <number>
Set the nunmber of erroneous conmands that should be accepted by the SMIP daenon
before it di sconnect the comunication. Use the -1 value to disable this function

transparent-mode = <yes/no>
Yes: warnings will not be sent in case of any actions (virus found, deleting mail or
file).

sum-warning-msg = <yes/no>
If it is set 'yes', the warning nmessages are not sent by virus incidents to the
adm ni strator just a global nessage on the incidents.

insert-attc-warn = <yes/no>
If it is set 'yes', only warning nessage is sent instead of the file- or virus
filtered attachments.

language =
The | anguage of the program Eng: English.

attach-charset = <value>
Character coding of replacenent text file which is inserted when the source
attachnent is deleted. Default: iso08859-1

block-partial = <yes/no>
Certain mailing prograns support sending big attachnents in several parts. You can
bl ock these kind of attachments by the help of this option

block-partial-msg = <message label>
Define the | abel of the notification nessage sent to the sender in case of bl ocking
partial attachments.

block-partial-smtp-reply = <error message>

If both DirectScan function and ’'block-partial’ option are active, the specified
error nessage will be passed to the smp client in case of bl ocking

Construct the error nessage in the way of it is described for the ’nmax-mail-per-
connection-sntp-reply’ option.

Defaul t: 556 nessage (%sgi d% type: nessage/partial is not allowed

attach-deleted-msg =

attach-deleted-msg+ =

If you are not in transparent node, systemw || substitute del eted attachnent for an
another file. You can specify text of the substituting file in case deleting infected
file. You can use tokens in text.

attach-filtered-msg =

attach-filtered-msg+ =

If you are not in transparent node systemw || substitute deleted attachnent for an
another file. You can specify the text of the substituted file in case deleting
filtered file. You can use tokens in text.

global-header-rewrite = <Ffield:value>

global-header-rewrite+ = <field:value>

global-header-rewrite = +<field:value>

G obal header rewite option. The value of the specified field in the header part
will be nodified according to the option’s value. This option relates to all the
mai | s. The val ue specified in +<field:value> formmnmeans inserting a new field (with
its value) into the header. Tokens can be used in the option’s val ue.

Exanpl e:

gl obal - header-rewite = Subject: %ubject% checked by VAMS
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additional-sdb =

Speci fying additional spam database. Additional spam databases (with their path) nust
be enunerated separated by sem colon (;). The path is relative to the official spam
dat abase (vexira.sdb) |ocation

Exanpl e:

addi tional -sdb = custom sdb; sth/sth. sdb; /sdb/new new. sdb

archive-max-decomp-size =

Default value: 0 (this tinme the programis using the virus scan engine’'s default
val ue) .

If this file size limt is exceeded during the deconpression of an archive, the
program stops this action and also the scan of the file and returns exploit virus
found. (Option’s value is in MByte).

I f you change the default value of this option, archive-nmax-deconp-rati o value has
al so to be changed.

archive-max-decomp-ratio =

Default value: 0 (this tinme the programis using the virus scan engine' s default

val ue) .

Exanpl e value: 50 If the size of the deconpressed file is 50 tines (or nore) greater
than the conpressed file's, the programw ||l return exploit virus found.

O her explanation (option’s value in percent): 1/n*100, where n is the value

In the exanple: 1/50*100 = 2% so if the conpression ratio is better than 2%t he
programw || return exploit virus found.

If you change the default value of this option, archive-nmax-deconp-size val ue has

al so to be changed.

max-attachment-size = <max size>

max-attachment-size-msg = <message label>

If the size of one of the attachments including the nail is larger than the nax size
limt, the mail will be blocked and the specified nessage will be sent.

<max size> it can be specified in bytes (no need to enter unit), in kilobytes (use
"k’ or 'K') and in negabytes (use 'm or 'M), e.g.: 4096 or 10M or 100k. The 0
(zero) value allows unlinmted size for attachments.

<nessage | abel >; Enter the |abel of the warning nessage. Tokens could be used in the
message. In this case the % il enane%token will contain the nane of the invalid
attachnent.

max-attachment-size-smtp-reply = <error message>

If DirectScan function is active, the specified error nessage will be passed to the
snmp client in case of the above described size-limt exceeded.

Construct the error nmessage in the way of it is described for the ’max-mail -per-
connection-sntp-reply’ option

Defaul t: 556 nessage (%rsgi d% has exceeded maxi mum attachnent size limt

max-attachment-count = <max attachments>

max-attachment-count-msg = <message label>

If the mail has nore attachments attached than the specified, the mail will be

bl ocked and the specified nessage will be sent.

<max attachments>; enter the nunber you wish to be the linmt, the 0 (zero) val ue
allows unlimted attachnents

<nessage | abel >: Enter the | abel of the warning nmessage. Tokens could be used in the
nessage

max-attachment-count-smtp-reply = <error message>

If DirectScan function is active, the specified error nessage will be passed to the
sntp client in case of the above described count-limt exceeded.

Construct the error nessage in the way of it is described for the ’nmax-mail-per-
connection-sntp-reply’ option.

Defaul t: 556 nessage (%rsgi d% has exceeded maxi nrum attachnent count limt

DirectScan
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Direct Scan function is able to decide on the receiver-side if the system accepts or
refuses the received mail so the sender will directly be inforned about the result of
t he processing. Beside the reject-options which were available on the receiver side
so far (blacklist, RBL, size-limt, ...), now also the result of the hook-side
filters (virusfilter, filefilter, ...) is available to handle mail. User can specify
areply for each filter to be sent to the client in case of blocking. So, in case of
arejection triggered by a filter, it will be possible to use the tokens that were
only avail abl e on the hook-side so far

This function is useful in case of using Postfix nmail server because the infected
mail s can be refused to the nail server before it disconnects fromthe antivirus
system so the mail’s sender can be notified, too.

Because the nail-scan is performed directly by the hook, the processing speed of VAMS
strongly depends on the system performance. So you are reconmended to use this
feature on hi gh-perfornmance nmachine in case of high intensity mail traffic

The followi ng options are available for setting DirectScan

directscan-enable = <yes/no>
Enabl e/ di sabl e Direct Scan function
Def aul t: no

directscan-wait-queue = <number>

The hook capacity to parallel processing is limted so the connections which were not
accepted yet are in the queue waiting for processing. Set the maxi mum nunber of
connections in the queue. Further connections will be refused.

If the value is 0, then 'recv-max-proc' option's value will be set for this option
aut onati cal ly.

Default: O

directscan-address = <unix path or ipv4 address>

Hook address where the receiver connects to. Specify either unix socket (path) (e.g.
/var/tnp/vans-dscan. socket), or address (as address: port).

Defaul t: /var/tnp/vans-dscan. socket

directscan-partial-blocked-action = <accept/deny>

In case of the mail has several recipients and different tenplates matches the nmi
with different actions (block and also forward) the mail will be handl ed by the
setting defined in this option

Avai | abl e val ues:

accept: mail will be accepted and forwarded to all those who are not bl ocked

deny: mail will be refused and bl ocked (mail will not be forwarded)

Defaul t: deny

The following tine-out setting are in seconds:

directscan-connect-timeout = <time-out>
Ti me-out setting for establish connection between receiver and hook
Defaul t: 300

directscan-recv-timeout = <time-out>
Hook reply to the receiver tine-out.
Def aul t: 300

directscan-send-timeout = <time-out>

Socket send tine-out setting.
Default: 60

Load-balancing
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hook-max-proc =

Maxi nrum nunber of the hook processes. Increasing of this value can result in
performance i nprovenment but you shouldn’t set too high val ue because of slow ng down.
Using greater value than the default is reconmended in multi-processor systens.

hook-load-avg =
Load value in fraction (this setting needs to be nmultiplied with 10 to get the
correct value in case of BSD systens).

hook-reg-proc-max =

St oppi ng control nechani sm based on the | oad-avg val ue (specify as fraction).

In case of reaching maxi mum process limt, this value will be the maxi num process
number in percent of max-proc in fraction

hook-load-reg-start =
Starting control nechani sm based on the | oad-avg value (specify as fraction).

hook-load-reg-end =
St oppi ng control nechani sm based on the | oad-avg value (specify as fraction).

Defauilt settings:
hook- max-proc = 6
hook- | oad-avg = 6.0

hook- | oad-reg-start = 0.5
hook-1 oad-reg-end = 1. 25
hook-reg-proc-max = 0.0 (see renmark bel ow for mnimal nunber of processes)

Control nechani sm

N. process
N

Max. process +----- X
| \
| \
| X
| \
| \
M n. process + X---
+----- B . > Load
LM N | LMAX
LAVG

VWher e:

# M n. process = nmax-proc * reg-proc-mx
# LM N = | oad-avg * | oad-reg-start

# LMAX = | oad-avg * | oad-reg-end

If the load reaches the LM N val ue, then the VAMS reduces the maxi num nunber of the
processes according the load. If the load is greater than LMAX, then only 1 process
wi |l be executed.

Remar ks:

- The program doesn't allow to set the process linit (in case of total down-control)
less than 1

- If there is no hook-proc-max option set then this value will be equal with the

val ue of proc-load-avg (the conversion of proc-load-avg to fraction is automatic)

- If recv-max-proc option is not set then this value will be equal with the val ue of
max- connecti ons
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Warning messages
admin-mail = <e-mail_address>
The adninistrator’s e-nail address. The admin nessages is sent to this address.

admin-mail-from = <e-mail_address>

The fromfield of the adnmi n nessage generated by the VAMS in the name of the
adm nistrator (this setting appear in the sender field).

For exanpl e:

adm n@xx. yy

or

Adnmi n admi n@xx.yy

statistics-mail = <e-mail_address>
The statistics will be sent to the specified e-mail address.

The program generates the followi ng warning nessages by default:

# in case of error raising during virus database rel oad

(vdb-rel oad-error-nsq)

# in case of any processes restarted by Wit chdog

(proc-restart-nmsg)

# in case of any processes stopped by Watchdog where a repeated error occured (proc-
failure-nsg)

You can define our own nessages instead of these warning nessages in the nessage
secti on.

vdb-rel oad-error-nsg = <l abel 1;1abel 2;...>
proc-restart-nsg = <l abel 1; | abel 2;...>
proc-failure-nsg = <l abel 1;1 abel 2;...>

Tokens can be used in the nessages.

WatchDog settings

wdog-check-interval = 10
Default checking interval (sec).

wdog-mai Iproc-check-interval = 10
Checki ng interval of Mailproc (sec).

wdog-mai lproc-save-failed = yes
Yes: if mail processing error occurred, the mail will be saved to the failed spool

wdog-mai lproc-forward-failed = yes
Yes: If mail processing error occurred, the mail will be forwarded to the
recipient(s).

wdog-mai lproc-max-proc-time = 60
Avail able tinme for the hook process to work on an e-mail (sec).

wdog-daemon-check-interval = 10
Daenon checking interval (sec).

wdog-daemon-restart-check-interval = 3600
The max-restart is calculated within the specified interval (sec).

wdog-daemon-max-restart = 5
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Wthin the check-interval the daenon can be restarted not nore than the specified
times (sec).

wdog-mai lproc-warning-msg = notify_admin_proc-failurel
Label of the error nmessage to be sent when the first mail processing error occurred.

wdog-mai lproc-failure-msg = notify_admin_proc-failure2
Label of the error nmessage to be sent when the second mail processing error occurred.

wdog-error-command = <parancssor>
Execute this external conmand if error occurred. Avail able tokens and their val ues:

Mai | proc:

Y%errortype% "nmail proc”

%error % "process does not exist" or "processing timeout"
%rsgi d% <nessage id (filenane)>

%rsgstate% "0" or "1" (0: first processing error, 1: second processing error)
Daenon:

%errortype% "daenon”

%error % "restart" or "failure"

%or occndl i ne% <cndl i ne argv[0] >

%orocrestartcount % <restart count>

It is recomended to use tokens between quotes because if the string contains space
characters it will be transmtted as one string.

Registration

username = <registration_name>
serialno = <registration_key: ABCDE-ABCDE-ABCDE>
The registration data nust be specified.

Attention!
After nodification of the registration key the VAVS nust be restarted (vans stop, and
start).
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[Connector] Receiver/Sender settings

receiver = vasmtpd
Recei ver program s nane (w thout path, because it nust be in the path!)

sender = vasmtps
Sender program s name (wthout path, because it nust be in the path!)

auto-relaying = <yes/no>
YES: The receiver will forward the nails to the sender even if the hook is not
runni ng.

direct-relaying = <yes/no>
YES: The receiver will forward the mails to the sender directly w thout any scanning.

max-connections = nn
Maxi mum nunber of the connections to the VAMS

max-hop = nn
Maxi mum nunber of the 'Received’ fields in the mail’s header

insert-hop = <yes/no>
YES: Allows to create your own 'Received field.

connect-timeout = nn
Connect tineout in seconds.

connect-backlog = nn
Adj usts socket wait queue on the receiver side (backlog).
Default: 20

recv-timeout = nn
Recei ver socket read tineout (seconds).

send-timeout = nn
Sender socket wite tineout (seconds).

max-SMTP-size = 10M
The maxi mum size of the received mail. |If you specify the size, the 'k’ neans
kil obyte, 'M neans negabyte (e.g.: 16k = 16 kil obyte, 4M = 4 Megabyte).

max-SMTP-size-reply = <message>
If the size limt set in the 'nmax-sntp-size' option exceeded, the error nessage
specified in this setting will be returned.

max-recipient = nnn
The maxi mum nunber of the 'rcpt to’ sent by the client.

max-recipient-reply = <text>
If the limt set in the 'max-recipient' option exceeded, the error message specified
inthis setting will be returned.

strict-mailfrom = <yes/no>

Enabl e (yes) or disable (no) using % @! characters in the SMIP "mail from’ field.
If it is enabled, some web pages searching for spamforwardi ng MTAs may decl are the
server as open rel ay.

deny-empty-mailfrom = <yes/no>
Yes: VAMS doesn't accept enpty character string in SMIP ‘mail from’ field.
No: it accepts enpty character string in SMIP ‘nmail from’ field.
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Some viruses spreading in e-mails use enpty character string in the ‘mail from’
field but usually the nail servers also use this value in the ‘“mail from’' field
mar ki ng mai ls which can't be delivered.

strict-rcptto = <yes/no>
Enabl e (yes) or disable (no) using % @! characters in the SMIP ‘rcpt to:’ field

strict-relaying = <yes/no>

This option controls the conmunication code returned during the denied rel ay.

YES: it returns error referring to denied-relay (558 Rel aying deni ed)

NO it returns just a warning nessage (250 Rel ayi ng deni ed)

Mail delivering to the recipient(s) will be blocked in both cases. It is recommended
to set 'no’ value to this option when the VAMS filters only the | ocal network. In
case of conputers connected to the Internet it is reconmended to set the ’yes’ val ue
to this option.

recv-queue-full-warning-delay = nn
After specified value (in sec.) systemtry to send a warni ng nessage to the
admi nistrator if receiver queue is full.

smtp-cmd-read-char-mode = <yes/no>
Recei ving sntp commands per characters.

recv-unavailable-type = smtp-421

Avai |l abl e val ues: <sntp answer>, "none"

If VAMS is not able to receive the connection for any kind of reasons (for exanple
nore clients try to connect than allowed (this can be limted in the 'nmax-connection'
option), here you can specify the SMIP answer.

In case of setting "none", the received connections wait until they are processed.

In case of SMIP-421 (Service not available, closing transm ssion channel SMIP error),
a tenporary error will be returned to the clients so they can try to connect |ater.

real-ip-received-num = <N>

VAMS uses the I P address of the specified 'Received: from field placed in the header
for filters whose need the nail’s original |IP address (e.g: RBL, |IP black/white
list). The 0 (zero) value neans the connection IP. This option is useful in case of
sequenced mail servers to determine the mail’s original |IP address. The value of the
%eali p%token will be equal to the I P specified here.

The anti-virus systemis able to extract the IP address from RFC 821 or RFC 2821
conpatible received field formats. In addition it also supports the Qumil field
format.

The received field inserted by VAMS is not counted in this option so that the insert-
hop setting does not have an effect on this function

If the real-ip-received-numoption’s value is -1 then the programw || conpare the
received fields with the ignore list’s itens (this list could be created in the [ip-
ignore-list] section) to find which one is not listed in the [ip-ignore-list]
section. Default itenms of the section

[ip-ignore-list]
127.0.0.1/8
10.0.0.0/8
172.16.0.0/ 12
192.168.0.0/ 16

If the real-ip-received-numoption’s values is not -1, the [ip-ignore-list] will not
be consi dered.

rbl-action = <reject/stealth/modify>

If the sender of the nmail is on the list of the specified RBL's the follow ng actions
can be performed:

reject - rejecting mail (If the client is identified by client ip then the rejection
will be performed right at the start of the communication, the mail will not be

27



Vexira Antivirus for Mail Server

received. If the client is identified by the received field then mail will be
rejected at the end of the receiving process then it will be deleted. The client wll
be notified.)

stealth — Mail will be deleted after receiving, the sender will not be notified
nodify - Mail will be received, its header will be nodified by 'rbl-header-rewite’
option.

rbl-header-rewrite = <text>

rbl-header-rewrite+ = <text>

rbl-header-rewrite = +<text>

If "nodify’ value is set to the '"rbl-action’ option then the text here specified wll
get into the header. Tokens can be used in the text val ue:

Exanpl e:

rbl -header-rewite = Subject: Filtered by RBL

max-mail-per-connection = <mail limit>

max-mai l-per-connection-smtp-reply = <error message>

Set the maxi num nunber of mails per connections on the receiver side.

<mail limt>:

enter the nunber you wish to be the linit, the O (zero) value allows unlinmited mails
<error nessage>:

use the <error code> <message> form build the error code as foll ows:
"[45][0-9][0-9]" e.qg.: 452 Max mmil/connection exceeded

rcptto-rewrite = <none/ldap>

Reci pient alias resolving on the receiver side. Set the resolving nethod in this
option. Avail abl e nethods:

none — function disabl ed

| dap — resol ving based on LDAP dat abase

Defaul t: none

rcptto-rewrite-datasource = <datasource name>
LDAP dat asource name (consult the LDAP section for nore).

rcptto-rewrite-datasource-attribute = <attribute>
Name of the attribute that contains the real e-nail address.

Error-handling

send-i o-error = action Default: resend
send- snt p- 4xx- error = action Default: resend
send- snt p- 5xx- error = action Default: failed
send- snt p-ot her-error = action Default: failed
send- nai | | oop = action Default: failed
send-internal -error = action Default: failed
send- max-retry-exceeded = action Default: failed

Wher e:

Action = <resend/fail ed/ del et e>

# resend: noves nail to resend spoo
# failed: noves mail to failed spoo
# delete: deletes nail

In case of these errors warni ng nessages can be sent by specifying the follow ng
options. You can determ ne nessage |abels to represent nessages in the set in the
nmessage section.

<l abel 1;1 abel 2; . .
<l abel 1; | abel 2; ..
<l abel 1; | abel 2; ..
<l abel 1; 1 abel 2; ..

send-i o-error-nsg

send- snt p- 4xx- error-nsg
send- snt p- 5xx- error-nsg
send- snt p- ot her-error-nsg

V V VYV
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<l abel 1; 1 abel 2; ..
<l abel 1; 1 abel 2; ..
<l abel 1;1 abel 2; . .
<l abel 1; | abel 2; ..

send-mai | | oop- nsg
send-internal -error-nsg
send- max-retry-exceeded- nsg
recv- queue-full-nsg

V V VYV

Tokens can be used in the nessages.

The t okens above have the follow ng nmeaning in case of send-sntp-4xx-error-nmsg, send-
snt p- 5xx-error-nsg, send-sntp-other-error-nmsg nessages:

%rror% - occurred comm error's code and text
% astcnd% - | ast snmtp comand

%sgi d% - nessage id

Resend

re-sending-X = Interval [Interval -nodifier][, Retry]

Resending tinme-interval in case of unsuccessful sending.

Wer e:

X =1-5

I nterval = deci mal nunber (retry period)
Retry = deci mal nunber (nunber of retries)

Interval -nodifier [s,mh,d,wW (sec.,nin., hour, day, week)

Default values (if they are not appeared in configuration file):
re-sending-1 =5m 12 ( 5 nmn X 12 = 1 hour)

re-sending-2 = 20m 6 ( 20 mn X 6 = 2 hour)

re-sending-3 = 4h, 5 ( 4 hours x 5 = 20 hours)

re-sending-4 = 12h, 2 ( 12 hours x 2 = 1 day)

re-sending-5 = 1d, 1 ( 1 day Xx 1 = 1 day)

END keyword can be used to shorten the list. E. g.
re-sending-1 = 5m 12
re-sendi ng-2 = END

re-sendi ng- X (where X>5) will not be processed

Load-balancing

recv-max-proc
Maxi mum nunber of the receiver processes.

recv-load-avg =
Load value in fraction (this setting needs to be nultiplied with 10 to get the
correct value in case of BSD systens).

recv-reg-proc-max =
In case of maxi mum down-control the maxi mum nunber of the processes expressed in
percent of max-proc in fraction

recv-load-reg-start =
Begi nning of the control in relation to | oad-avg, in fraction.

recv-load-reg-end =
Ending of the control in relation to |oad-avg, in fraction.

Default settings:
recv-nmax-proc = 8
recv-load-avg = 2.0
recv-load-reg-start = 0.5
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recv- | oad-reg-end
recv-reg-proc- max

non
o
o
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[Target] Define target address

Target address can be specified below the [target <l abel>] section of the
configuration file.

[target <label>]

server = <host name/IP_address>
port = <port_number>

bydns = <first/last/none>
<label>

The nane of the target, this name is used in the rules

<host_name/1P_address>
Host nane or | P address of the smarthost.

<port_number>
The TCP port nunber scanned by the smarthost.

bydns = <first/last/none>

Resol ve target by dns nx record

none

This function disabled (default).

first

First it tries to determne target host by nx record. If it fails then tries to
determine IP by the specified smarthost.

| ast

First it tries to determ ne target host by smarthost. If it fails then tries to
deternmine IP by dns nx record

It is possible to get targets from LDAP. To use this function, you should make ot her
setting needed for LDAP access. |f several addresses are given in one |ine separated
by | (pipe) then they will be used sequentially. The order also means priority. See
the LDAP chapter for nore information on setting.

[target example]
server LDAP(ds_smarthost, smarthostiP)]127.0.0.1
port LDAP(ds_smarthost, smarthostlP)|25025

One default target nust be existed.
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[Message] Define messages

You can specify nessages to the admnistrator in the "Adnmin Notify Section’ or to the
sender and recipient(s) in the "User Notify Section’ inside the configuration file.

You can deternmine a nessage as foll ows:

[ message <l abel >]

type = <al I /kill ed/del eted/ bl ocked/ f orwar ded>
| anguage = <eng>

address = <e-nmmil _address>

[ body]

Subj ect: <mail _subject>

<Message>

[ end]

type = <all/killed/deleted/blocked/forwarded>
Type of the nessage:

al | # in case of all incident

kill # in case of killable virus killing
del et ed # in case of deleting attachnent

bl ocked # in case of deleting mai

f or war ded # in case of forwarding nai

If type is not defined, the default is "all

language = <eng>
Language of the nessage:
eng # English

address = <e-mail_address>
<Usender % % eci pi ent % Yadni n% any_e-nmai | _addr ess>
The reci pi ent of the nessage.

Tokens

Tokens and their availability:

i n hook

i n sender
in receiver
i n wat chdog

SANI

T
n
Py
=

% ullresult%

%adm n% X X X X systemadnmin's e-nmail address
%versi on% X X X X version of the program

%host name% X X X X hostnanme

%rsgi d% X X X received nmessage's identifier
%rsgst at e% -> see bel ow

Y%peeri p% X client's ip like *11.22.33.44
% eal i p% X -> see bel ow

sender' s address
reci pient's address between < >
reci pi ent address’ dommin part

%sender %
% eci pi ent %
% cpt donmai n%

X X X X X
X X X X X
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% cpt user % X X reci pi ent address’ user part
%acti on% X X perfornmed action

%error % X X error code in case of error

% npnanme% X attached file's tenmporary nane
%vdbver si on% X version of virus database
%vdbdat e% X date of the virus database
%ullresult% X sumari zed report

% il ename% X attachnment file's nane

%vi r usname% X nane of the found virus

Y%subj ect % X mai | ' s subj ect

% r ontb X mail's fromfield

% 0% X mail's to field

Y%errortype% X x explaining text for error occurred
% ast cnd% X | ast conmand (hook, send, recv)
% ar get % X target identifier

%vdbl oaderror% x vdb rel oad error

%or occndl i ne% X restarting cndline of daenon
%pr ocr est art count % x nunber of daenon's restarting
%hiel dbuil d% X VAMS' s build numnber

%sdbver si on% X sdb (spam dat abase) version

% enpl at e% X nane of the current tenplate
%shi el dver si on% x VANMS' s version

YWieldfilter% x Decision of field filter
Uilefilter% X Decision of file filter

% il egate% X Deci sion of file gate
Wirusfilter% x Decision of virus filter
Yspanfilter% X Deci sion of spamfilter

% anguagefil t er % Deci si on of the language filter

More information

%recipient% vs %rcptuser%@%rcptdomaind%

The % eci pi ent% token result e-mail address between < and > signs so that the nul
val ue coul d al so be displayed (<>).

If you need the '"real’ e-nmmil address you can use the % cptuser% and % cpt donai n%
tokens to build this as follows: % cptuser %®% cpt domai n%

%Fullresult®

Makes a summari zed report on virus found, displaying every incident in separate line
as follows:

Vi rus_nane attachnment _nane action

You can use it in case of sumwarning-nsg set 'yes'. The systemwi |l send only a
sunmmari zed mail not by incidents.

%msgstate®
Its value can be "0’ or "1'. 'O’ neans the first processing error, '1' neans the
second error handl ed by Wt chDog.

%realip%
Its value is an I P address determined by the 'rbl-received-nuni option. If this is
not available, its value is equal to Y%eerip%

%FieldfFilter®%

Decision of field filter: "NA, '"NO\NE , 'MATCHES
WFilefilter®%

Decision of file filter: "NA, '"NONE , 'MATCHES
%Filegate%

Decision of file gate: "N A", '"NONE, ' MATCHES
%virusftilter®%

Decision of virus filter: "NA, 'NO\E , 'I|NFECTED
Y%spamfilter%
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Decision of spamfilter: "NA, "NONE, '0", "1',

%languagefilter%

Deci sion of language filter: "N A", 'UNRECOGNI ZED , found script-type/language
Expl anati on:

N A filter was not applied or may not be applied

NONE: There was no found.

MATCHES: Found.

| NFECTED: | nfected attachnent found.

0, 1, ..: Spamfilter |level on which spamwas found.

UNRECOGNI ZED: unr ecogni zed
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[Template] Filter settings

There are several filter types available to check nmails:
Field filter (fieldfilter)

Virus filter (virusfilter)

File gate (filegate)

File filter (filefilter)

Language/script-type filter (languagefilter)

Spam filter (spanfilter)

The filters will always be performed according to this order. Disabled filters wll
not be perforned.

Filter types can be organized in groups (so called tenplates) so that related filter
types can be handl ed easily.

You can create a new filter section as follows:

[template <label>] <Filter_type>

<label>

Any unbroken character sequence, that identifies the tenplate. The specified

<filter _type> will belong to the <l abel > tenpl ate.

<filter_type>

Type of the filter. Specify one of the filters fromthe list nentioned before.

Templates” inheritance

Tenpl ates can be originated fromany other tenplates, so in such a case all the
options and settings of the original tenplate will be transnmitted to the new one. The
i nherited options and settings are allowed to nodify by redefining themin the child
tenpl at e.

Default tenplate (named 'default') nust always be existed in the configuration file.
Create inherited tenplate:

Use the following nethod to create inherited tenplate with its all filters:

[tenpl ate <parent _tenplate> -> <child_ tenpl at e>]

Exanpl e:
[tenpl ate original -> created]

If only one filter should be inherited froma tenplate, use the follow ng:
[tenpl ate parent _tenplate -> child_tenplate] filter_nane

Exanpl e:
[tenplate original -> created] virusfilter

Wth the help of this nethod, you can sinply change the settings of a filter in the
sel ected tenpl ate.

If atenplate is originated froma nmulti-level one, it will include all the |evels of
the original tenplate. In a multi-level filter, the value of the settings on each new
level will be originated fromthe previous |evel.
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The following options are interpreted by each filter type

enabl e <yes/ no>

action <f or war d/ bl ock/ r er out e>
nmessages <l abel 1;1 abel 2;...>

guar anti ne- path <quar anti ne_di rectory_pat h>
guar ant i ne- copy <yes/ no>

header - nodi fy <yes/ no>

rewite <field:text>
rewite+ <field:text>
rewite +<field:text>

forward-to

f orwar d- copy

ext -repl ace
reroute-to

snt p-repl y- on- bl ock

<e-rmmi | _address>
<yes/ no>

<*, extensi on>
<e-nmi | _address>
<error nessage>

enable = <yes/no>
Enabl e/ di sable filter.

action = <forward/block/reroute>
The action which will be performed on mail/attachnent(file)in case of filtering.

forward - forwarding the nail/attachment(file)

bl ock - blocking the nmail/attachnment(file)

reroute - mails could be rerouted to a specified address. The programrewites
all the RCPT TO fields' value according to the specified rule/value of 'reroute-to
option (it doesn't nodify the value of 'To' field). Oher filter options will be
inactive in case of using this action with the exception of 'header-nodify' and
"rewite' (if you use this action in virus filter tenplate, the VAMS will not kill

the known virus just forward the mail).
Exanple in virus filter: the infected mail will be rerouted to the |ocal host and the

VAMS will insert the virus nane into the header subject.
action reroute
reroute-to % cpt user %@ ocal host

header - nodi fy yes
rewite +X-Virus: %irusnane%
Find the description of 'reroute-to' option bel ow

messages = <labell;label2;...>
You can specify the |abels of the nessages which will be sent in case of filtering
mai | /attachnent (file).

quarantine-copy = <yes/no>

This field defines whether the program makes a copy of the original of the filtered
file. If the 'header-nodify’ option is enabled, the mail’s header will be nodified
according to the "rewite’ option's value if '"block’ or '"modify' action was taken

quarantine-path = <quarantine_directory_path>

You can specify the quarantine directory. Tokens can also be used in this option

| mpor t ant!

If the value of the quarantine-path option ends in a token that nmay contain severa
val ue (for exanple: the % ecipient%token in case of several recipients) then the
mail will be quarantined as many tinmes as the nunber of the token's possible val ues.
In such a case, the quarantine path consists of a static part (which are the
characters found before the token) and one of the token's value fromthe resol ved
token list. If the mail is quarantined in nmore than one location, new IDs will be
generated for each instance.

header-modify = <yes/no>
Yes: the header of the mail is nodified by the value of the rewite field.
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rewrite = <Field:text>
rewrite+ = <field:text>
rewrite = +<field:text>

The value of the specified field in the header part will be nodified according to the
option’s value. The value specified in +<field:value> formneans inserting a new
field (wwth its value) into the header. Tokens can be used in the option's val ue.

forward-to = <e-mail_address>
If you use the forward action, you can set an e-nmil address where the mail is
f or war ded to.

forward-copy = <yes/no>
Yes: if '"nodify' action is specified in a filter then in case of an incident a copy
of the original mail will be sent to the e-nmail set in 'forward-to' option

ext-replace = <*_.extension>

If an attachnment is deleted and the programis in transparent node then the file is
changed for an other file with same nane but other extension. It contains the warning
message. You can specify the extension of that file here.

reroute-to = <e-mail_address>

If you set 'reroute' action, the reroute address should be specified in this option
Tokens coul d al so be used in the val ue:

% cpt donai n% - donai n part of the recipient

% cptuser% - user part of the recipient

Donmai ns used in this option nust be appeared in the 'rules' section as well to
successful forward.

smtp-reply-on-block = <error message>

Using DirectScan, if the mail is blocked, the specified error nessage will be passed
to the smp client. Construct the error nessage in the way of it is described for the
" max- mai |l - per-connection-sntp-reply’ option

Defaul t: 556 nessage (%rsgi d% content rejected

The following options, relations must be used in the DEFAULT templates
#Required options in each filter tenplate

action, nessages, ext-replace

#Required option in the field filter

cont ai ns

#Required option in the virusfilter, filefilter, filegate:

fil emask

#1f "action = forward' or 'forward-copy = yes' is set then the 'forward-to’ option is
required.

#1f 'header-nodify = yes' is set then the "rewite’ option is required.
#1f 'quarantine-copy = yes' is set then ’'quarantine-path’ option is required.
#1f "action = reroute' is set then 'reroute-to’ option is required.

Filter entry may be broken by a configuration block or a next filter definition
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Virus filter

You can specify the filter settings for

[tenpl ate default] virusfilter

enabl e

fil emask
filemask+

action

nessages
i wor m nessages
wor nbust er
sear ch- net hod
header - nodi fy
rewite
rewite+
rewrite
forward-to

f orwar d- copy
guar ant i ne- copy
guar anti ne- path
heuristic
nmacr o- del ete
ext -repl ace

bl ock- encrypt ed- archive =

cont ai ners
use-regex

bl ock- ar chi ve-expl oi t =
ar chi ve- max- deconp-depth =
bl ock- ar chi ve- deconp- dept h- exceeded =

snt p-repl y- on- bl ock

filemask
filemask+

You can specify attachnent’s filenanes to be scanned.
attachnments will

<yes/ no>
<*,extensionl;*.extension2;...>
<*, extensionl;*.extension2;...>

<forward/ bl ock/kill/delete file>

<l abel 1;1 abel 2;...>
<l abel 1; 1 abel 2;...>
<yes/ no>
<fast/strict/full>
<yes/ no>

<field:text>
<field:text>
+<field:text>
<e-nmi | _address>

<yes/ no>

<yes/ no>

<quar anti ne_di rectory_pat h>

<yes/ no>

<yes/ no>

<*, ext ensi on>
<yes/ no>

<yes/ no>

<yes/ no>
<yes/ no>
<val ue>

<yes/ no>

= <error nessage>

be scanned.

mail s containing infected attachnent(s).

t he

In case of filemask = * al

You can use the <NULL> paraneter to filter out the files (attachnents) being w thout

nane (e.g.

Take care of capital-

par anet er s!

action =
If avirus is
forward -
bl ock -
kill -
delete file -

iworm-messages

It is possible to set notify nessages in case of

wormbuster =

content is not

kill

filemask = *. exe; <NULL>; *.com).

and little letters! Do not

<forward/block/kill/delete file>
found you have to specify which action nust
forwardi ng nai

bl ocki ng mai |

virus frominfected file(s)
del eting attachment (s)

<labell;label2;...>

rel evant for the recipients.

<yes/no>
The i-wormis a 'virus'

automatically if wornmbuster = yes.

(false mail) which has a falsified sender
The i-worm mails are bl ocked

use space characters between

be done.

i -worm i nci dents.

recipient and its
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search-method = <fast/strict/full>
The met hod of the virus scanning.

heuristic = <yes/no>
Whet her the program performs heuristic scan or not.

macro-delete = <yes/no>
Yes: all the macros will be del et ed.

block-encrypted-archive = <yes/no>

Yes: the action specified in the 'action' option will be perfornmed if password
protected attachment detected.

No: not hing special action will be performed if password protected attachnent

det ect ed.

| nportant!

If encrypted archive files are accepted without checking their content, some of the
known e-mail viruses can find entrance into the systemencrypted in password
protected (non accessible) files. Sone variants of the Bagle fam |y and other trojans
are spread in this way. Delivering viruses in encrypted archives is not unusual in
the world of nalwares.

containers = <yes/no>
Yes: scanning in container files (archives, conpressed files). The VAMS recogni zes
the conpressed, archived files automatically.

use-regex = <yes/no>
Yes: paraneters specified in the filemask option will be evaluated as regul ar
expressions. Take care of capital- and little letters selecting this feature!

block-archive-exploit = <yes/no>

Yes: Checks if the conpressed file is an exploit or not according to the set
paraneters in the [global] section

Rel at ed opti ons:

[ gl obal ]/ archi ve- max- deconp-si ze

[ gl obal ]/ archi ve- max- deconp-rati o

archive-max-decomp-depth = <value>
The programwi |l scan the nulti-Ilevel archives down to the specified depth. If the
program finds nore depth levels, it will not scan them

block-archive-decomp-depth-exceeded = <yes/no>
If the depth level set in the 'archive-nmax-deconp-depth' option is exceeded, the nai
will be blocked if this option is enabled (yes).
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File filter
[tenmpl ate default] filefilter

enabl e = <yes/ no>

filemask = <* extensionl;*.extension2;...>
fil emask+ = <* extensionl;*.extension2;...>
action = <forward/ bl ock/delete file>
messages <l abel 1;1 abel 2;...>

header - nodi fy <yes/ no>

rewite <field:text>

rewite+ <field:text>

rewite +<field:text>

forward-to

f orwar d- copy
guar ant i ne- copy
guar anti ne- path
ext -repl ace
use-regex <yes/ no>

cont ai ners <yes/ no>

snt p-repl y-on-bl ock = <error nessage>

<e-nmi | _address>

<yes/ no>

<yes/ no>

<quar anti ne_di rectory_pat h>
<*.extensi on>

Filemask
Filemask+
You can specify attachnent’s filenanmes to be filtered.

You can use the <NULL> paraneter to filter out the files (attachnments) being w thout
name (e.g.: filemask = *.exe; <NULL>;*.com).

Take care of capital- and little letters! Do not use space characters between
paraneters

action = <forward/block/delete file>

If a virus is found you have to specify which action nmust be done.
forward - forwardi ng nai

bl ock bl ocki ng mai

delete file del eting attachment

use-regex = <yes/no>
Yes: paraneters specified in the filenmask option will be eval uated as regul ar
expressions. Take care of capital- and little letters selecting this feature!

containers = <yes/no>

Yes: the programwi |l check the files also in archives if they are conformto the
specified masks. If at least one file in the archive is conformto the masks, the
whol e archive will be handl ed as defined in the action option

I mportant! This optionis only utilizable, if the sane option is enabl ed
(containers=yes) in the virusfilter tenplate, too!
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File gate

The file gate is working as invert of filefilter. It only let pass through the
attachnents having the specified extension.

[tenmpl ate default] filegate

enabl e = <yes/ no>

filemask = <*,extensionl;*.extension2;...>
filemask+ = <*,extensionl;*.extension2;...>
action = <forward/ bl ock/delete file>
messages = <l abel 1; | abel 2; .. .>

header - nodi fy <yes/ no>

rewite <field:text>

rewite+ <field:text>

rewite +<field:text>

forward-to

f orwar d- copy
guar anti ne- copy
quar anti ne-path
ext -repl ace
use-r egex <yes/ no>

cont ai ners <yes/ no>

snt p-repl y-on-bl ock = <error nessage>

<e-nmmi | _address>

<yes/ no>

<yes/ no>

<quar antine_directory_pat h>
<*_ extensi on>

Filemask
filemask+ =

Specify the extensions of the attachnents which will be accepted.

You can use the <NULL> paraneter to filter out the files (attachnments) being w thout
name (e.g.: filemask = *.exe; <NULL>; *.com).

Pl ease take care of capital and snmall letters! Do not use space characters between
paraneters

use-regex = <yes/no>
Yes: paraneters specified in the filenmask option will be eval uated as regul ar
expressions. Take care of capital- and little letters selecting this feature!

containers = <yes/no>

Yes: the programw |l check the files also in archives if they are conformto the
specified masks. If at least one file in the archive is conformto the masks, the
whol e archive will be handl ed as defined in the action option

| nportant! This optionis only utilizable, if the sane option is enabl ed
(containers=yes) in the virusfilter tenplate, too!
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Field filter

The field filter provides extended filtering for certain fields of e-nail’s header

In the fieldfilter tenplate the filtering can be set based on different filter

| evel s. Each level nmust contain a 'field option, the operations executed in case of
action and the 'contains’ field. The scanning will be performed on the set header-
field of the mail according to the conditions specified in the 'contains’ field.

A newer level is led by the <next-I|evel > keyword.

The general settings of field filter - level independent settings - are found before
the "#### --- first level’ coment, these nust not be specified on the next |evels.

[tenpl ate default] fieldfilter

#H### --- common

enabl e = <yes/ no>

guar anti ne- copy= <yes/ no>

guar ant i ne- pat h= <quaranti ne_di rectory_pat h>

ext -repl ace <*_ extensi on>

#H## --- first level

field <subject/fronito/cc/date/ mailfromrcptto>

contai ns = <text _to filter>

cont ai ns+ = <text _to filter>
action = <forward/ bl ock/ nodi fy>
messages = <l abel 1;1 abel 2;...>
header-nodi fy = <yes/no>

rewite = <field:text>

rewite+ = <field:text>

rewrite = +<field:text>
forward-to = <e-nmi |l _address>

f orwar d- copy = <yes/ no>

use-regex = <yes/ no>

snt p-repl y-on-bl ock = <error nmessage>
#H### --- next |evel

<next - | evel >

field = <subject/fromto/cc/date/ mailfromrcptto>
contains = <text_to filter>

cont ai ns+ = <text _to filter>
action = <forward/ bl ock/ nodi fy>
messages = <l abel 1;1 abel 2;...>
header-nodify = <yes/no>

rewite = <field:text>

rewite+ = <field:text>

rewrite = +<field:text>
forward-to = <e-nmi | _address>

f orwar d- copy = <yes/ no>

use-regex = <yes/ no>

snt p-repl y-on-bl ock = <error message>

field = <subject/from/to/cc/date/mailfrom/rcptto>
The field s nane on which the searching is perforned.

subj ect - search in subject field containing the mail’s subject
from - search in '"from field containing sender’s address
to - search in 'to’ field containing receiver’s address
cc - search in 'cc’ field

dat e - search in "date’ field

mai | from - search in '"mailfrom field

rcptto - search in 'rcptto’ field
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contains =
contains+ =
Specify the text to be filtered. Please take care of capital and small letters!

action = <forward/block/modify>
If a virus is found you have to specify which action nmust be done.

forward - forwardi ng mail
bl ock - bl ocki ng mai
nodi fy - mail’s subject field will be nodified if 'header-nodify = yes’ is set

use-regex = <yes/no>
Yes: paraneters specified in the contains option will be evaluated as regul ar
expressions. Take care of capital- and little letters selecting this feature!
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Spam filter

The VAMS nade for mailing systens to protect them against virus attacks and nowit is
provided with SPAMfiltering as well to protect you and your computer agai nst
unsolicited mails.

The spam filter is working based on the spam dat abase(s).

The SPAM filter is activated if the follow ng nmessage can be found in the log file:
***x* Usi ng Bayes database ' X X X X
(where ' X. X. X. X' is the version of the spam dat abase)

Sinmple- and nulti-level spamfiltering can be realized in the spamfilter. In case of
mul ti-level spamfiltering, you are able to set the filter sensitivity on 3 levels
and different actions can be set for each level In case of sinple spamfiltering, you
can set one level and one action.

You can set the spamfilter settings in the "[tenplate default] spanfilter" section
of the configuration file. If you want to use nulti-level spamfiltering, you should
specify the follow ng settings:

[tenpl ate default] spanfilter

<*_ extensi on>
<yes/ no/ header mar k>

ext -repl ace
spam custom | earn

enabl e = <yes/ no>
guar anti ne- copy = <yes/ no>
guar anti ne-path = <quarantine_directory_path>
whitelist-bypass = <yes/no>

#H## --- 1st | eve

action = <forward/ bl ock/ nodi fy>
nmessages = <l abel 1;1 abel 2;...>
forward-to = <e-nmmi | _address>

f orwar d- copy = <yes/ no>

header - nodi fy = <yes/ no>

rewite = <field:text>

rewite+ = <field:text>

rewrite = +<field:text>

snt p-repl y-on-bl ock = <error nessage>

#H#H# --- 2nd | eve

<next - | evel >

action = <forward/ bl ock/ nodi fy>
messages = <l abel 1;1 abel 2;...>
forward-to = <e-nmi | _address>

f orwar d- copy = <yes/ no>

header - nodi fy = <yes/ no>

rewite = <field:text>

rewite+ = <field:text>

rewrite = +<field:text>

snt p-repl y-on-bl ock = <error nessage>

#H## --- 3rd | eve

<next - | evel >

action = <forward/ bl ock/ nodi fy>
messages = <l abel 1; | abel 2;...>
forward-to = <e-nmi | _address>

f orwar d- copy = <yes/ no>

header - nodi fy = <yes/ no>
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rewite = <field:text>
rewite+ = <field:text>
rewite = +<field:text>

snt p-repl y-on-bl ock = <error message>

Options found prior to the '#### --- 1st level’ line affect the whole filter
globally, so these can’t be adjusted on each |evel.

whitelist-bypass = <yes/no>

Redefine the action to be perforned.

Yes: if mail's paraneters are equal with one of the Wiite list's entries then
the mail will be forwarded without any nodification

action = <forward/block/modify>
Action in case of incident found.

forward - mail is forwarded to a specified recipient set in the forward-to field
bl ock - bl ocki ng mai
nmodi fy - mail’s subject field will be nodified if *header-nodify = yes’ is set

spam-custom-learn = <yes/no/headermark>

Custom | earni ng functi on.

yes: Automatic |learning function enabled for the specified tenplate,

mails will be marked by appending the string [VASCL: <scl di d>] to the Subject header
no: Option is inactive (default).

headermar k: Learni ng enabled, mails delivered by the specified tenplate will be

mar ked inserting an extra field (X-VASHLD-SCLID) into their header. See the 'Custom
| earning’ section for nore infornmation

If you place the <next-level > keyword in the tenplate, the nmulti-level filtering wll
be activated. A newer (next) level can be led by this keyword.

The general settings of the filter - |evel independent settings - are found before
the ' #### --- 1st level’ conment, these options nust not be specified on the next

| evel s.

In case of nulti-level filtering the incoming mails will be filtered on the specified
| evel s. Each level returns its own result (if the mail is spam or not) then these
ones will be evaluated by system In the course of evaluation the systemselects the
I evel on which the mail was narked as spam and performs the action assigned to the
level. If the mail is marked on nore than one |level, the lowest level’'s action wll
be performed on the mail. (The 1st level is the | owest one.)

Sensitivity level for the spamlevels in case of using the built in spamfilter:

[tenpl ate default] spanfilter

H###H# --- 1st | eve
| ow

#H### --- 2nd | evel
<next-level>

nor nal

#### --- 3rd | eve
<next-level>

hi gh

Expl anation of the sensitivity levels can be read in the "Sinple filtering" section.

Example:
Setting with 2 levels (only the inportant options are indicated):

[templ ate default] spanfilter
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enabl e = yes

###H#t --- 1st | eve

action = bl ock

#H#t##t --- 2nd | eve

<next -1 evel >

action = nodi fy
header - nodi fy = yes
rewite = SPAM f ound

In this case the 1st and the 2nd level of spamfiltering is activated. Al two
filters’ results will be used to evaluate the final result. Those |level’s settings
wi Il be performed which recognize the mail as spam If nore |evels recognized the
mail as spam than the |owest level’s settings will be applied.

I.

If the mail is not spamaccording to the 1st level but it is spamaccording to the
2nd level then the 'nodify’ action will be performed so the nmail’'s subject will be
rewitten by the 'rewite’ field.

1.

If the mail is spamaccording to both levels, then the ’block’ action will be
performed because it is in the | owest |evel.

Attention!
If you use multi-level spamfiltering you shouldn't use the 'level=" option because
it results in sinple filtering node and only the first level’'s settings will be

considered. The filter sensitivity can be controlled by the determined levels in
mul ti-level node

[tenpl ate default] spanfilter

enabl e <yes/ no>
guar anti ne- copy <yes/ no>
guar anti ne-path <quar antine_directory_pat h>
whi t el i st - bypass <yes/ no>

<*_ extensi on>

<l ow nor mal / hi gh>
<yes/ no/ header mar k>
= <error nessage>

ext -repl ace

| evel

spam custom | earn
snt p-repl y-on-bl oc

A nononononn

action
forward-to

<f orwar d/ bl ock/ nodi f y>
<e-nmmi | _address>

f orwar d- copy = <yes/ no>

nessages = <l abel 1; | abel 2;...>
header - nodi fy = <yes/ no>

rewrite = <field:text>
rewite+ = <field:text>
rewite = +<field:text>

level = <low/normal/high>

Filter sensitivity.

In case of the built in spamfilter, the nane of the levels indicates a sensitivity
| evel, nanely 'high' neans the very sensitive | evel which catches al so the spam
suspicious mails. Detail ed explanation for the |levels:

| ow
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It determines the mail as spamif it is spamwith conplete certainty. No — or minim
- false positives. It is optimzed for really |ow fal se positives.

nor nal

Ceneral level, it ensures relatively low level of false positives but the spam
recogni zing is still on higher |evel.

hi gh

More i nproved spam recogni zi ng but the number of false positives will increase.

action = <forward/block/modify>
Action in case of spamincident.

forward - mail is forwarded to a specified recipient set in the forward-to field
bl ock - bl ocki ng mail
nmodi fy - mail’s subject field will be nodified if *header-nodify = yes’ is set

In case of using spamfilter in sinple node, the filter sensitivity can be specified
on 3 levels (level = low normal/high) using the 'level’ option

Do NOT use the <next-I|evel > keyword together with 'level’ option. The specified
sensitivity values nmeans the follow ng | evel s:

If the mail is marked as spam by the selected level, the specified action will be
perfornmed. Different |evels should have another actions. Recommended actions for the
| evel s:

- low bl ock
- nornmal: forward
- high: nodify

Create additional (custom) spam database

By the help of the tools (nttool, dbtool) you can create additional spam databases
whi ch ensure nore effective and custoni zed SPAM recognition in co-operation with the
of ficial spam database. In the custom spam database you can collect the typica
characters and features of your own spans and al so using this additional spam

dat abase the systemw || be reach nore effective SPAMfiltering. Additional spam

dat abases can be specified in the ’additional-sdb’” [global] option

Manual s of the tools can be found in the VAMS package.

Automatic learning and additional options

The programis able to increase the filter efficiency and upgrades the spam dat abase
automatically providing nore performance and | ess fal se positives.

Not only spam sanpl es but al so nornmal, non-spam ones are needed for the exact spam
recognition. VAMS is able to gather and process non-spamnails in the |ocal system
and stores themin a separated database (daily.sdb), then this database is used
together with the official spam database that ensures nore efficiency for spam
filtering.

Attention!

The spam filter's automatic learning function is designed to be used in enterprise
environnents so it is not recomended to be used by providers and other nmjor users
(e.g. ISPs). Errors may occur due to high | oads so Vexira Antivirus supports the
automatic learning function's deploynment only in enterprise environnents and can only
provi de support if the software has been applied as it is recomended by Vexira

Anti virus.

Oper ati on:

First the programcollects mails declared as non-spamin the nenory and after a
specified tine-interval it appends themto the existing collection (daily.sdb) and
optinm zes the database. The operation can controlled in the configuration file by the
followi ng options (placed in the [global] section):
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spamal-update-timer = 12h
The program appends the database fromthe nenory to the daily.sdb after the specified
i nterval. Specifying nmethod: 10h 5m 12s

spamal-prob-lTimit = 0.1
Those nails will get into the database which is declared as spam under the specified
rate. Specifying nethod: percent (0.1 = 10 percent)

spamal-nonspam-total-ratio = 0.6
The spam and non spamnails ratio will be the specified value. The defined val ue
neans the rate of the normal mails. Specifying nethod: percent (0.1 = 10 percent)

spamal-ageing-interval = 168
Addi tional optimzing of the database will be performed after the specified interva
(hours).

Optimzing options of auto learning will be described | ater

Custom learning
Enable this function in the spamfilter tenplate. It is possible to reach higher
filter efficiency as foll ows:

Essentially, spamfilter applications can nake two ni stakes during operation

1. they do not filter out a real spam so it is forwarded to the user

2. they mark a non-spam nail as spam (fal se positive), so the recipient possibly does
not get it (this can be serious problem

VAMS has a solution to reduce the occurrence of the two cases nentioned before:

You can set two 'virtual' e-mail addresses to which users can send the mails

recogni zed incorrectly (as in 1st and 2nd cases). Let the address specified as
spam@ent ral command. com for the 1st case and fal sepos@entral command. com for the 2nd
case. These addresses will be handled specially, these are not real e-nmil addresses
for the VAMS. Miils sent to any of the specified addresses will stay in the system
and the VAMS builds a database fromthem (client.sdb). They will be put into the

dat abase as spam or non-spam according to the used e-mail address. This database is
al so used together with the others providing nuch nore reliability.

Qper ati on:

The programcollects these nails in the nenory and after a specified tinme-interval it
appends themto the existing database (client.sdb) and optinizes the data.

As the original mail is nodified during the receiving processes of the mail server
prograns, the VAMS stores all the mails in their original formin a special directory
(if the function is activated). Thus the VAMS is able to obtain the original mai
based on an identifier of the sent mail attached to the ‘Subject’ field and it wll
be used for database expansion. The size of this directory is adjustable in the
configuration file. The operation can be controlled by the followi ng options (placed
in the [global] section):

spamcl-spam-address = <e-mail_address>
Virtual e-mail address for spans, which will get into the database with the specified
wei ght .

spamcl-nonspam-address = <e-mail_address>
Virtual e-mail address for non-spanms, which will get into the database with the
speci fied wei ght.

spamcl-update-timer = 24h
The VAMS will append the database fromthe nenory to the client.sdb file. Specifying
met hod: 10h 5m 12s
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spamcl-limit-size = 16M
Size limt of the original mails stored. Specifying nethod: 16M 48k 900

spamcl-limit-num = 1024
Maxi mum nunber of the original mails stored (nunber of pieces).

spamcl-limit-age = 168h
Time limt. Mails which are older than the specified tine-interval will be del eted.
Speci fyi ng met hod: 10h 5m 12s

spamcl-false-positive-weight = 9
Those nails which were recogni zed as spam but they are nornal mails (false
positives) will get into the database at the specified weight.

spamcl-not-detected-weight = 3
Those nails which were recogni zed as non-spam but they are spans will get into the
dat abase at the specified weight.

Wei ght cal cul ation

The spam scan engi ne anal yses the words of new mails one by one. If one of themis
found in the spam database, it calculates its SPAM probability (how often this word
usual |y occurs in spamnails), based on the available data stored in the database on
that word. This value can be between 0 and 1. The program checks the difference from
the neutral value (the neutral words' value is 0.5) then it multiplies the twofold of
the difference with the wei ght value specified by the user. The result will be
rounded and the probability of the given word will be increased in the database with
this result.

spamcl-subject-spaces = 0

The VAMS nail identifier's distance (in characters) fromthe original subject (the
specified distance will be filled with spaces). If this option is not specified, the
di stance is O.

spamcl-remove-id = no

Renmoves the customlearn (spantl) id fromthe mails nmarked by the VANS.

Yes: Deletes the spantl id fromthe nmail’'s header or subject field. If
spanfilter=enabl e and spam custom | earn=(yes| headernmark) the new spanctl id will be
inserted to the subject field.

No: VAMS id will not be deleted except if spancl and spamfilter functions are
enabl ed (spanfilter=enabl e and spam cust om | ear n=(yes| header mar k)

This tinme the old id will be replaced with a new one.

Optinmizing options settings:

spamal-min-token-count = 1

spamcl-min-token-count = 1

A token will be renmoved fromthe database if it has |less instances in the database
than the specified val ue.

spamal-max-token-size = 30

spamcl-max-token-size = 30

Maxi mum si ze of the tokens (character). During optinization those tokens which
consi st of nore characters than the specified value will be renoved fromthe
dat abase

spamal-min-token-size = 3

spamcl-min-token-size = 3

M nimal size of the tokens (character). During optimzation those tokens which
consi st of less characters than the specified value will be renpoved fromthe
dat abase
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spamal-max-html-token-size =

for Mail Server

50

spamcl-max-html-token-size = 50

Maxi mum si ze of the tokens
t hose tokens whi ch consi st

(character) in case of HIM. nmails.
of nore characters than the specified value wll

During optimzation
be

renoved fromthe database

spamal-min-html-token-size
spamcl-min-html-token-size
size of the tokens
t hose tokens whi ch consi st

M ni ma

6
6
(character) in case of HIM. nuils.
of less characters than the specified value wll

During optim zation
be

renoved fromthe database

spamal-max-prob
spamcl-max-prob
A token will be

between 0 and 1.

spamal-min-prob
spamcl-min-prob
A token will be

between 0 and 1.

spamal-max-size
spamcl-max-size

considered if
Speci fyi ng method: percent

considered if
Speci fyi ng method: percent

Size limt of the

0.7

0.85

its rate is above the specified. This value can be
(0.1 = 10 percent)

0.3

0.15

its rate is under the specified. This value can be
(0.1 = 10 percent)

16M
16M

dat abase after optimzation. Specifying nmethod: 16M 48k 900
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Language filter

The | anguage filter provides great ability to filter e-mails according to the

| anguage and script-type of their text parts.

The | anguage/ scri pt-type dat abase that needs for the recognition is built in the
vexira.sdb (spam dat abase) file so you need to have the spam dat abase fil e downl oaded
and available to activate the | anguage filter

The 'l anguage' neans the natural |anguage of the mail-text, for exanple: English,
Hungari an, Russi an, Chinese, etc.

The 'script-type' means the character-set used in the mail, for exanmple: Latin,
Cyrillic, Geek letters, Far-Eastern letters, etc.
The | anguage filter works based on heuristics recognition so its result will be the

nmost |ikely script-type/language used in the mail.
If a |l anguage/script-type set in the 'nmask' option is recognized, the specified
action will be performed on the mail

[tenpl ate default] |anguagefilter

forward-to <e-nmi | _address>

enabl e = <yes/ no>
node = <incl usi ve/ excl usi ve>
mask = <script[/language]; script[/]|anguage];...>
mask+ = <script[/language];script[/]|anguage];...>
action = <forward/ bl ock/ nodi fy/reroute>
messages = <l abel 1; | abel 2; .. .>
guar anti ne-path = <quarantine_directory_path>
guar ant i ne- copy = <yes/ no>
header - nodi fy = <yes/ no>
rewrite = <field:text>
rewite+ = <field:text>
rewite = +<field:text>
f orwar d- copy = <yes/ no>

ext-repl ace = <*_ extension>

whitelist-bypass = <yes/no>

snt p-repl y-on-bl ock = <error nmessage>

enable = <yes/no>
Enabl e/ di sable filter.

mode = <inclusive/exclusive>

inclusive: only the maiils witten on the specified | anguage/script-type will be
recei ved.

exclusive: the mails witten on the specified | anguage/script-type will NOT be
received.

Defaul t: inclusive

mask = [script[/language]];[script];---

Set the script-type (script) and the | anguage you want the VAMS to scan for. The
speci fied mask-val ue is considered as regex expression

The | anguage/ script-type database is increasing continuously so you are recomended
to use the 'vans | anguagelist' command to see the currently avail able

| anguages/ scri pt-types.

You can set the script-type and the | anguage separately or together in this options.
For exanple: Latin;English;Latin/English

51



Vexira Antivirus for Mail Server

Black/White list, RBL
Black list

In sone cases it is required that the system does not accept nail froma specific
address or domain. These can be uninvited advertisenents (spam or uninvited
addresses which can be filtered by the help of the follow ng options.

There are two nethods to filter incoming nails:

# Based on the ip address/address range in the [ip-blacklist] section

If the connected client's ip address is in the given range, the connection will be
term nated by the daenon. The client can't connect froman uninvited ip address.

# Based on the incoming nail's sender in the [mailfromblacklist] section

If the mail from field is equivalent to one of the mailfromblack list's entries
then the connection will be termnated and the sender will get the "invalid request -
domai n not valid" error nessage.

It is possible to nake rules for outgoing nessages as well:

# Qutgoing (recipient) addresses can be specified to which sending is prohibited in
the [recipient-blacklist] section

Excl usive rules can be defined in the configuration file:

[ip-blacklist]

# 1P/ | PMASK #
192. 168. 2. 115/ 255. 255. 255. 255
# or

192. 168. 2. 115/ 24

[mailfrom-blacklist]

# domain #
feri @ulinet.com

sul i net. com
*kovacs@ul i net.com
*sul i net. com

[recipient-blacklist]

# recipient #
hel en@ul i net. com
donmi n. net

In case of all three black list filter nethods a receipt is given by the system
containing the fact of filtering in the formof an error or warning nessage.

In mail frombl acklist and recipient-blacklist the * character can be used at the
begi nning of the specified name (for exanple: *.ceg.com *@eg.com

White list

Operation of this function is to override the blacklist if the client's |IP address or
the donain or the recipient is equivalent to any of the values specified in the white
lists.

So

# the IP whitelist overrides the ip blacklist and RBL

# the mailfromwhitelist overrides the mailfrom bl ackli st

# the recipient whitelist overrides the recipient blacklist

[ip-whitelist]
[mailfrom-whitelist]
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[recipient-whitelist]

Specify themin the sane way as the exclusive rules.

RBL (Realtime Blackhole List)
RBL is a blacklist based on DNS resol ving for which you have to specify a domain
suffix (you are allowed to specify nore than one domain suffices).

Attention!

The default DNS server nust be configured to be able to resolve nanes like:
4.3.2.1.cbl.abuseat.org

(I'n nore detail: http://cbl.abuseat. org)

RBL can be defined in the configuration file:

[ip-rbl]

#domai n- suf fi x #
sbl . spanhaus. org

cbl . abuseat . org
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[Rules] Routing and rules

Routing is a rule systemfor providing route definition. In this case it defines the
nmet hod of delivering an snmp (e-nmail) by deciding, whether an sntp can enter the

gi ven systemor whether it should be forwarded to another route. Routing defines the
scanning and filtering actions, which should be perforned on the given sntp before it
enters the system

If the sender and the recipient of an snmtp are known, a rule system can be created,
in which the letter’'s forwarding route and the operations that should be carried out
on it can be set.

The routing nmechani smcan be created using rules. A rule contains a single command,
whi ch defines the operations that should be perforned on an inconming letter in cases
where both the sender and the recipients nmeet the given criteria. If they do, the
rule is activated and actions defined init will be carried out.

Each rule is witten down in a tenplate, in which it can be defined, as to what
operations should be perforned on the letter and what actions should be taken if it
nmeets one of the filtering criteria. Atenplate is, therefore, a description of
filtering rule system

You can specify the rules in the [rules] section of the configuration file. Each |line
in this section contains a newrule

[ rul es]

Domai n/ User/ Host ; Net/Netnask ; Tenplate ; Target

Expl anati on:

Domain/User/Host

On the basis of this value the systemapplies the rule to the mails in which the
mail's receiver has exactly the sanme donai n/user/host as the specified one. You can
determine rules for individual e-mail addresses, too.

Using the * character, the rule will be applied on all incomng mails.

It is possible to use the * character in the domai n/user/host part as well.

For exanpl e:

sthg.com; 1.2.3.0/255.255.255.0; template; target;

*sthg.com; 1.2.3.0/255.255.0.0; template; target;

If the sthg.comdomain is specified, the rule will be applied to addresses endi ng
wi th <sthg.cone (for exanple: <user @thg.conp), but it will be no longer applied to
for exanpl e <user @t her. st hg. conp.

After specifying *sthg.comthe rule will be applied to for exanple

user @t her. sthg.com> as well if there are no further rules, as for exanple:
other.sthg.com; 1.2.3.4/71.2.3.4; template; target;
or

*other.sthg.com; 1.2.3.4/1.2.3.4; template; target;

If these rules exist, the they will be preferred.

The precedence of expressions w thout * character is higher than one's containing *
character.

Attention! The * can be specified at the begi nning of the domai n/user/host.
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Net/Netmask

This value determ nes a netnask to the specified domain. If sender's |IP address

mat ches NET address using netmask then tenplate's rule will be applied to the mail
Oherwise it will be refused. Format of the netnask

<start | P address>/<netnask_| engt h>

If there is no rule anbng entries which matches an inconing mail, the mail will not
be processed. If there are nore rules determned with sanme domai n/user/host then the
systemwi ||l apply the first one which natches receiver's donain.

Template
You can specify the |abel of the tenplates. Settings under this label will be applied
to the mail if the rule is activated. You can specify:

# your own tenplate | abel

In this case your own tenplate-settings will be applied according to the specified

| abel .

# you don't need to specify tenplate

If you don't specify tenplate, then the default one will be applied.

# passt hrough | abel

In this case there will not be applied any filter. You can make the sane function if
you switch off all the filters in a tenplate (all the filters contain the enabl e=no
settings).

Default filter settings nust be placed in the configuration file. If there are nore
tenpl ates specified with the same nane the systemwi |l apply all these tenplates in
order.

Target

You can specify the label of the target. After processing a mail it will be forwarded
to the address defined by the target synbol. Target is a synmbol simlar to Tenpl ate.
Exanpl e:

Rulesl:

ide.com ; 192.168.2.0/24 ; virus ; smarthost

# If a mail conmes from192.168.2.10 |IP address and its recipient is sonebody@ de.com
then this mail will be accepted and processed by virus tenplate and will be forwarded
to the mail server synbolized smarthost | abe

# If a mail comes fromthe sane I P address but its recipient is sonebody@da.comthen
this mail will be refused

# If a mail conmes from192.171.2.10 IP address and its recipient is sonebody@ de.com
then this mail will be refused, too.

Rules2:

ide.com ; 192.168.1.0/24 ; virusl ; smarthost

ide.com ; 192.168.1.0/16 ; virus2 ; smarthost

# If a mail comes from192.168.3.4 | P address and its recipient is somebody@ de. com
then this mail will be accepted and processed by virusl tenplate.

# If a mail conmes from192.168.1.10 IP address and its recipient is sonebody@ de.com
then this mail will be accepted and processed by virusl tenplate. (This mail natches
both rules but only the first one will be processed.)

Warnings generated by VAMS

The sane nechani sm determ nes the targets of the nmessages generated by the VAVS
(war ni ng messages, periodic statistics) with the follow ng additions:

In case of rules which have IP restriction (their NET/NETMASK in not * ) you should
specify a new rule to the domai n/ host containing 127.0.0.1/32 NET/ NETMASK val ue so
that the warni ng nmessages can be delivered surely to the sender, too.

Denonstrati on:
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The following rules are avail abl e:

*_sthg.com; *; templatel; target_sthg
*_vlab.com; 1.2.3.0/24; template2; target_vlab

For exanple, a mail is sent from*.vlab.com (from 10.20.30.1 |IP address) to the
* . sthg.com domai n. Let the recipient be sonebody@thg.com A virus is found in the
mail so the VAMS has to send a warning nessage to the recipient and the sender

If a warning nessage is sent, its |P address will be equal to the sender's IP

addr ess.

The recipient get the warni ng nessage w t hout any probl em because it is allowed to
send mails to the sthg.comdomain without IP restriction (its NET/NETMASK is * )

But it is possible that the nail sent to the sender nay not be delivered because
there are no rules which match the mail. Because the IP address of the mail is
10.20.30.1 and there is no rule allowing the mail to be delivered fromthe 10.20.30.1
IP to the vlab.com domain

In these cases (if the mail is fail to deliver this way) the VAMS gives the 127.0.0.1
| P address to the mail and tries to deliver it again. That's why you need to specify
a newrule to the donain/host with 127.0.0.1/32 IP restriction (NET/ NETMASK) .

The warning mail will be delivered to the sender as well by the follow ng rules:

*_sthg.com; *; templatel; target_sthg
*_vlab.com; 1.2.3.0/24; template2; target_vlab
*.vlab.com; 127.0.0.1/32; template2; target_vlab

Special rule defining method

There is a special rule defining method, in which the sane NET/ NETMASK, TEMPLATE and
TARGET settings can be assigned to different domain addresses. In this case, the
donmai n addresses are read froma list in a file. Inthe file a line can only contain
one domai n address. This nethod of definition is the sane as listing the given rule
setting with the different domain addresses in the configuration file. Joker
characters can't be used in this case so the whol e domain and host nanme nust be
specify (which is after the @sign in e-nail addresses)!

The definition is the foll ow ng:
<filename>; NET / NETMASK; TEMPLATE; TARGET

In case of a file opening error, the "Cannot open donmain-list file:" error
message wWill be returned with the type of the error
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LDAP support

The LDAP (Lightweight Directory Access Protocol) server is an object oriented

dat abase server which is suitable for authentication, too. Mainly it is used for
recordi ng of persons which can be arranged in groups. A record can consist of the
foll owi ng data: nane, address, phone nunber, e-mail address, classification, etc. and
a personal identifier (password). As it is possible to assign a password to each

obj ect, using of LDAP for authentication is an excellent solution. So, it is possible
to reduce the risk of illegal using of your mail server. The unauthorized users wll
not be able to use the system and the authorized ones can be allowed to send e-mmils
fromoutside of the network as well.

To activate LDAP features you nust install LDAP client libraries fromthe package
"openl dap', which is available for all major Linux distributions and for FreeBSD and
Sun Sol aris systens as well.

The ' openl dap’ package can be downl oaded fromthe http://ww. openl dap. org website.
You can downl oad and activate the package needed for the VAVE's LDAP support as
fol | ows:

- Downl oad t he openl dap-<version>.tgz file

- Unpack it

- Enter the directory (cd openl dap-<versi on>)

- ./configure --disable-slapd

- nmake

- make instal

After you have done these steps, LDAP support is available for the VAMVS

Attention!

VAMS LDAP support is available if openLDAP version 2.0.23 or newer is installed!

I f you use version 2.2.xx of LDAP or |ibldap.so.2 or liblber.so.2 is mssing
according to VAMS then make a sym ink which points at |ibldap.so and |iblber.so as
fol | ows:

In -s libldap.so |libldap.so.2
In -s liblber.so |iblber.so.2

LDAP authentication

There is a (linmted) support for LDAP-based SMIP aut hentication in the VAMS
To configure the authentication please add the follow ng options to the 'connector'
section of the configuration file:

lIdap-auth-server = your_server:port

The format of the value is: host:port

You can specify a nane or an | P address as 'host’. If there is no port nunber
specified, the default will be the No. 389 port.

Default: | ocal host: 389

Idap-auth-prefix = cn
Default: cn

lIdap-auth-basedn = xxxx
There is no default value for this setting.

ldap-auth-timeout = 0
The time interval while the VAVS waits for the answer of the LDAP server (in
seconds). If the value is 0 (zero) then there is notine linmt, it waits forever.)

require-authentication = yes
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Yes: SMIP authentication is forced. If it is set, the VAMS tries to |load the
"libldap' and 'liblber' libraries. If they are placed in a directory which is not set
for the dynamc linker then you should specify the used directory in the

LD LI BRARY _PATH vari able before the VAMS is started

For exanpl e:

LD LIBRARY_PATH=/usr/local/lib

export LD_LIBRARY_PATH

If the LDAP libraries are not present, then all the connections will be rejected (No.
531 error) unless they are conme froma trusted IP (set trusted-ip section).

[trusted-ip]

[trusted ip] section. Clients fromthe specified domains don't have to be
authenticated. But if they try to authenticate and the login will not be successful,
they will be refused.

Exanpl e:

[trusted-ip]

192. 168. 2. 115/ 255. 255. 255. 251

# or

127.0.0.1/32

# or

127.0.0.1

Currently only PLAIN and LOG N aut henti cati on nethods are supported, and the user
wi Il be considered authenticated if the LDAP bind is successful with his user nane
and password (bind-auth).

At this noment we support only one authentication server.

Exanpl e for LDAP settings

If you store your users' data as

' cn=user namne, ou=vans, dc=your, dc=or gani sati on, dc=comi
then the VAMS settings shall be:

ldap-auth-server server.your.organisation.com

ldap-auth-prefix = cn

ldap-auth-basedn = ou=vams,dc=your ,dc=organisation,dc=com
ldap-auth-timeout =0

require-authentication = yes

Get settings from LDAP

LDAP support is available for the followi ng settings:

- Settings in dobal section
exceptions are:

defaul t-i nput
default-logfile

spool di r

tenpdir

connect or

libdir

virus-statistic-log
found- vi ruses-1 og
virus-top-list-1og

user name

serial no

addi ti onal - sdb

- Settings in Connector section
exceptions are:
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recv- max- proc, recv-I|oad-avg,
recv-load-reg-start

recv-| oad-reg-end

recv-reg- proc- max
re-sendi ng- X

send-i o-error

send- snt p- 4xx- error

send- snt p- 5xx-error
send-snt p- ot her-error
send-nai | | oop

send-internal -error

send- nax-retry-exceeded
send-i o-error-nsg

send- snt p- 4xx-error-nsg
send- snt p- 5xx- error-mnmsg
send- snt p- ot her-error-nsg
send- nai | | oop- nsg
send-internal -error-nsg
send- max-retry-exceeded- nsg
- Target settings

- Filter settings (virusfilter, filefilter, filegate, fieldfilter, spanfilter)

Attention!
LDAP settings can not be used in multi level filter templates!

It neans that the values are obtained fromLDAP if needed. You should use the
followi ng setting form

<option> = LDAP(datasource,attribute name) | default value

According to the new setting characteristic, the VAMS tries searching for the
option’s value on the LDAP server. If it is found then VAMS is using it as the value
of the option, if it is not found then the default value will be considered, if any.

The first paraneter of the LDAP setting is a query ('datasource') which results in a
record which contain values. To obtain that val ues you have to set the follow ng:
LDAP server name (server):

This can be specified as "I P:port'. You can set connection dn and password, too. If
the last 2 paraneters is not specified, the VAMS will connection to the LDAP server
as anonynous, so it can not access the protected areas.

base-dn:

Query condition.

Filter:

Filter setting.

First step is to define the LDAP server:

[1dap_server ldap_ 1]

Ip = localhost:389
#bind-dn = cn=admin,dc=company,dc=com
#bind-pass = password

From now, you can refer to the LDAP server as 'ldap_1'. Port nunber specification is
optional. Its default value is 389.

In the next step, you can specify the datasource:

[datasource ds_smarthost]

server = ldap_1
base-dn = ou=vams,dc=company,dc=com
filter = (mai l=%rcptuser%@%rcptdomain¥%)
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You can refer to the datasource as 'ds_smarthost'. It queries the data fromthe
"l dap_1' LDAP server based on the 'ou=vans, dc=conpany, dc=coml settings filtered as
"(mai | =% cpt user %@6 cpt domai n% ' .

After specifying LDAP settings, you can set a 'target’ as follows:

[target sample]
server = LDAP(ds_smarthost, smarthostlP)]127.0.0.1
port = LDAP(ds_smarthost, smarthostPort)|25025

The '"snmarthostI P is a text-type-, the 'smarthostPort' is an integer-type attribute.
You can substitute these attribute nanes for other ones which have the sane types as
the original s.

Attention!
In the configuration file you should specify the LDAP server settings before the |ine
in which you refer to it!

Attention!
To use other settings you may need to configure the LDAP server. The configuring
net hod i s descri bed bel ow

Configuring Slapd-type LDAP server

You have to informthe LDAP server on the information’s structure to be able to store
the VAMS-specific settings.

The vans. schena file includes the structure settings, you can find it in the
/usr/share/doc/vans/ directory. This file nust be registered into the LDAP server’s
configuration file named sl apd.conf in case of an slapd-type LDAP server. The
following Iine should be inserted into the ' Schema and obj ectCl ass definitions
section:

include /usr/share/doc/vams/vams.schema

After restarting the slapd LDAP server, you will be able to upload your settings.

To set up an entirely new database (VAMS-specific database), you need to initialize
the data structure. Wiile initializing, the data structure will be registered into
the server. Use the va_init.ldif file to specify settings necessary for the
registration (the file's path is /usr/share/doc/vanms/va_init.ldif). After specifying
these data, the followi ng command |ine should be used to performregistration
Idapadd -v -c -x -D $LDAP_ADMIN_DN -W -f va_init.Idif

The initialization should be perfornmed only once!

After initialization the required data nmust be specified based on the exanple found
in the /usr/share/doc/vans/va_user.ldif file. It is possible to specify nore users’
data in this file. Use the followi ng command line to upl oad the settings:

Idapadd -v -c -x -D $LDAP_ADMIN_DN -W -f va_user.ldif
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Integration into mail servers

The Vexira Antivirus for Mail Server (henceforward called VAMS) could be built into
existing mailing systemconfigurations with very small nodification. But, it is
essential to have good skill in configuration of the given MTA's. It is recommended
to consult its docunentation before starting the integration of virus protection.

Conventions used in this docunent:

" Port=eSMTP"
Character strings being between quotes represent entries in the configuration files
or commands that have to be entered.

<something>

An appropriate paranmeter have to be substituted in place of characters being between
"greater than" and "less than" signs or it shows which key should be used. (for
exanpl e: <tab>).

Sendmail
Mailing through SMTP Relay

Mai ling protection realizing by external SMIP client (for exanple: Qutlook).

The mail er system can be switched over to another port by editing
/etc/mail/sendmail.cf configuration file.

- It is possible, the file can be found in another |ocation (for exanple in /etc
directory).

Find the line starting with "O DaenpnPort Qpti ons="

- If there are nore active lines containing this entry (there is no hash mark
character (#) placed at the begining of the line) then you should nodify that |ine
whi ch has additional entry - "Nane=MrA", "Nane=NoMTA", "Port=sntp" or "Port=eSMIP"
after the "O DaenonPort Opti ons="

If the line that you are ready to nodify contains the "Port=<sonething>" paraneter
then you can set the port nunber of VAMS instead of <sonething>.

- If the "Port=<sonething>" paranmeter doesn’t occur in the I[ine then insert it right
after the "O DaenonPort Qpti ons=" separated by comma fromthe original paraneters.

Exanpl es:

Oiginal entry:

O DaemonPortOptions=Port=smtp, Addr=127.0.0.1, Name=MTA

Modi fied entry:

O DaemonPortOptions=Port=<0utgoing port number of VAMS>, Addr=127.0.0.1, Name=MTA

Oiginal entries:

0 DaemonPortOptions=Name=MTA

O DaemonPortOptions=Port=587, Name=MSA, M=E

Modi fied entries:

0 DaemonPortOptions=Port=<0utgoing port number of VAMS>, Name=MTA
O DaemonPortOptions=Port=587, Name=MSA, M=E

After nodification please restart sendnmail by the foll owi ng comrand:
/etc/init.d/sendmail restart
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Qmail
Mailing through SMTP Relay

Mai ling protection realizing by external SMIP client (for exanple: Qutlook).

1)
If gmail-sntpd is called by inetd
(the "gmail" string is found in /etc/inetd.conf file in a valid line starting with

the "sntp" keyword):

Add the following line in the /etc/services file
qsmtp <something>/tcp mail
(you shoul d repl ace <sonething> with the outgoing port nunber of the VAMS).

Modify /etc/indetd.conf file. In the Iine starting with sntp you should replace sntp
string with gstnp.

For exanple the file contains the follow ng |ine:

smtp  stream tcp nowait gmaild /var/gmail/bin/tcp-env tcp-env
/var/qmail/bin/qgmai l-smtpd

then replace with

gsmtp stream tcp nowait gmaild /var/gmail/bin/tcp-env tcp-env
/var/qgmail/bin/gmai l-smtpd

Restart inetd by the foll owi ng comand:
/etc/init._d/inetd restart

2)
If gmail-sntp is called by tcpserver
(if /etc/inetd.conf file contains valid line starting with sntp string):

in the qmail-snmtpd starter script (/etc/gmail/qmail-snmtpd/run) you have to set the
tcpserver’'s "sntp" paraneter to the outgoing port number of the VAMS.

For exanple the file contains the follow ng line:

tcpserver -v -R -1 0 -x /etc/qgmail/tcp.smtp.cdb -c "$MAXSMTPD" -u "$QMAILDUID" -g
"$NOFILESGID" O smtp gmail-smtpd 2>&1

then replace with

tcpserver -v -R -1 0 -x /etc/gmail/tcp.smtp.cdb -c "$MAXSMTPD" -u "$QMAILDUID" -g
"$NOFILESGID" O <something> gmail-smtpd 2>&1

(you shoul d replace <sonething> with the outgoing port number of the VAMS)

Restart qnmail by the foll owi ng comand:
/etc/init.d/gmail restart

Postfix
Mailing through SMTP Relay

Mai ling protection realizing by external SMIP client (for exanple: Qutlook).

You can reconfigure nailserver’'s port by editing a table found in
/etc/postfix/master.cfF.

Find the follow ng |ine:

smtp inet n - - - - smtpd
and replace with
<something> 1inet n - - - smtpd

(you shoul d repl ace <someth|ng> wi th the outgoing port number of the VAMS).
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Restart postfix by the follow ng command:
/etc/init.d/ postfix restart

Using i n sandwi ch mechani sm

Thi s met hod makes VAMS suitable for protection of the mailer systemrunning on the
server (for exanple: Pine, Miutt) and utilize special functions of it not supported in
VAMS yet (for exanple: e-mmil authentication).

Attention!
You shoul d set the port-banner=no in the vans.conf file, otherw se the postfix
returns "mail |oop" and the sandwi ch mechanismw || not work.

Insert the following Iine in the /etc/postfix/main.cf file as a new |ine:
content filter = sntp:[127.0.0.1]: <sonet hi ng>
(you shoul d repl ace <sonething> with incom ng port nunber of the VAMS).

Add the following lines in the /etc/postfix/master.cf file:

| ocal host: <sonething> inet n - n - 64 snt pd
-0 content _filter=

-0 local _recipient_maps=

-0 myhost name=VAMS. dumy

-0 nynetworks=127.0.0.0/8

-0 strict_rfc821 envel opes=yes

(you shoul d repl ace <sonething> with the outgoing port nunmber of the VAMS).

The VAME' s configuration file nust contain the 'port-banner = no’ setting.

After having done these setting and postfix still returns error (Relay access deni ed)
then you have to set it to accept |ocal host as a rel ay.

In the /etc/potfix/main.cf file you should modify the line starting with "mynetworks" string. It hasto

contain the "127.0.0.0/8" string.

- If thereis no valid line starting with "nynetworks" then add the follow ng |ine:
mynet works = 127.0.0.0/8

- IT there is line starting with "nynetworks" but it has different value from
"127.0.0.0/8" then add it separated by comm.

For exanpl e the original was
nynetwor ks = 192.168. 2.0/ 24
the you should replace with
nynetwor ks = 192.168. 2.0/ 24, 127.0.0.0/8

Restart postfix by the follow ng command:
/etc/init.d/postfix restart

Exim
Mailing through SMTP Relay

Mai ling protection realizing by external SMIP client (for exanple: Qutlook).

1)

If eximis called by inetd

(the "exim' string is found in /etc/inetd.conf file in a valid line starting with the
"smtp" keyword):
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Add the following line in the /etc/services file:
exsmtp <something>/tcp mail
(you shoul d replace <sonething> with the outgoing port nunber of the VAMS)

Modify /etc/indetd.conf file. In the Iine starting with "sntp" you shoul d repl ace
"sptp" string with "gstnp".

For exanple the file contains the follow ng line

smtp stream tcp nowait mail /Zusr/sbin/exim exim —bs
then replace with

exsmtp stream tcp nowait mail /Zusr/sbin/exim exim —bs

Restart inetd by the foll ow ng conmand:
/etc/init.d/inetd restart

2)
If eximruns as a daenon
(the /etc/inetd.conf file contains valid line starting "with" sntp string):

You can reconfigure nailserver’'s port by editing the Exim s configuration file
(/etc/exi meximconf).

The follow ng nust be entered in the first Iine of the file (or in the "Main
configuration settings" part):

daemon_smtp_port = <something>

(you shoul d replace <sonething> with the outgoing port nunber of the VAMS).

Restart exi mby the follow ng comrand:
/etc/init.d/exim restart
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END USER AGREEMENT

IF YOU DO NOT AGREE TO THESE TERMS AND CONDITIONS DO NOT INSTALL OR USE THE VEXIRA ANTIVIRUS
SOFTWARE (referred to hereafter as the "Software"). BY CLICKING "YES", "I ACCEPT", "I AGREE", "OK", "CONTINUE",
"NEXT" OR BY INSTALLING OR USING THE SOFTWARE IN ANY WAY, YOU ARE INDICATING YOUR COMPLETE
UNDERSTANDING AND ACCEPTANCE OF THE TERMS AND CONDITIONS OF THIS END USER SOFTWARE LICENSE
AGREEMENT (referred to hereafter as the "License"). IF YOU DO NOT ACCEPT ALL OF THE TERMS AND CONDITIONS OF
THIS LICENSE, THEN CENTRAL COMMAND, INC. IS UNWILLING TO LICENSE THE SOFTWARE TO YOU. YOU MAY,
WITHIN THIRTY (30) DAYS OF YOUR INITIAL PURCHASE OF A COPY OF THE SOFTWARE, RETURN THE ENTIRE COPY
OF THE SOFTWARE (INCLUDING ALL COMPUTER MEDIA, PACKAGING AND DOCUMENTATION) WITH PROOF OF
PURCHASE EITHER TO CENTRAL COMMAND, INC. DIRECTLY AT ITS CUSTOMER SERVICE DEPARTMENT OR TO THE
RETAILER FROM WHICH YOU PURCHASED THE SOFTWARE, FOR A FULL REFUND OF THE AMOUNT INDICATED BY
YOUR SALES RECEIPT OR PROOF OF PURCHASE FOR THE SOFTWARE.

IF YOU ARE INSTALLING THE SOFTWARE ON A COMPUTER THAT IS NOT OWNED BY YOU, YOU ARE BOUND TO THE
TERMS AND CONDITIONS OF THIS LICENSE BOTH IN YOUR INDIVIDUAL CAPACITY AND AS AN AGENT OF THE
OWNER OF THE COMPUTER, AND YOUR ACTIONS WILL BIND THE OWNER OF THE COMPUTER. YOU REPRESENT
AND WARRANT TO CENTRAL COMMAND, INC. THAT YOU HAVE BOTH THE CAPACITY AND AUTHORITY TO ENTER
INTO THIS LICENSE ON YOUR OWN BEHALF AS WELL AS ON BEHALF OF THE OWNER OF THE COMPUTER ON
WHICH YOU ARE INSTALLING THE SOFTWARE. FOR PURPOSES OF THIS LICENSE, THE "OWNER" OF A COMPUTER
IS THE INDIVIDUAL OR ENTITY THAT HAS LEGAL TITLE TO THE COMPUTER OR THAT HAS THE POSSESSORY
INTEREST IN THE COMPUTER IF IT IS LEASED OR LOANED BY THE ACTUAL TITLE OWNER.

This End User License Agreement ("License") is a legal agreement between you (either an individual, agent of the owner, or a
single entity end user) and Central Command, Inc. for use of the Central Command, Inc. software product identified above (i.e.
Vexira Antivirus), which includes computer software and may include associated media, printed materials, and "online" or
electronic documentation (collectively referred to as the "Software"), all of which are protected by U. S. copyright laws and
international treaty protection. By installing, copying, or otherwise using the Software, you agree to be bound by the terms of this
License. If you do not agree to the terms of this License, do not install or use the Software.

The Software and the name "Vexira Antivirus" is protected by copyright laws and international copyright treaties, as well as
other intellectual property laws and treaties. The Software is licensed, not sold. If you agree to be bound by all of the terms of
this License, you will only own the media on which the Software has been provided and not the Software itself.

THIRTY DAY MONEY BACK GUARANTEE: If you are the original licensee of this copy of the Software and are dissatisfied for
any reason with it within the first thirty (30) days after your purchase or delivery date, you may return the complete product,
together with your original proof of purchase to Central Command, Inc. or the retailer from which you purchased the Software,
for a refund of the amount indicated by your original proof of purchase. If this purchase was completed using electronic delivery
you are required to complete a Letter of Destruction (referred to hereafter as an "LOD") and return it within thirty (30) days after
your purchase date to receive a refund. Central Command, Inc. uses the postmark or fax date of the completed and returned
LOD to determine compliance. You can receive a LOD by contacting your electronic retailer from which you purchased the
software or directly from Central Command, Inc. via e-mail at service@centralcommand.com, postal mail at P.O. Box 468,
Medina, Ohio, 44256, or fax at +1 330-722-6517. For assistance you may also contact Central Command, Inc. by calling +1
330-723-2062 and requesting Customer Service.

GRANT OF LICENSE: Central Command, Inc. hereby grants you and only you a non-exclusive license to use the Software
subject to and upon all of the terms and conditions set forth in this License.

APPLICATION SOFTWARE: You may install and use only one copy of the Software, and only on a single computer terminal.

NETWORK USE: You may also store or install a copy of the Software on a storage device, such as a network server, which is
used only to install or run the Software on your other computers over an internal network; however, you must purchase and
dedicate a separate license for each separate computer terminal on which the Software is installed or run from the storage
device. A license for the Software may not be shared or used concurrently on different computers or computer terminals. You
are required to purchase a license pack or multi-use license if you require multiple licenses for use on multiple computers or
computer terminals.

If you purchase a License Pack and you have acquired this License for multiple licenses of the Software, you may make the
number of additional copies of the computer software portion of the Software specified above as "Licensed copies." You are
also entitled to make a corresponding number of secondary copies for use on a single home computer as specified above in the
section entitled "Application Software".

If you purchase a License for the Software to be used to virus scan electronic messages or you install the Software is such a
way to virus scan electronic messages you are required to purchase a license for each domain name and each sub domain
name that is virus scanned. If your total electronic mail addresses exceed 6000 you are required to purchase a special Internet
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Service Provider (ISP) License for use of the Software.

TERM OF LICENSE: The License granted hereunder shall commence on the date that you install, copy or otherwise first use
the Software. You may terminate this License at any time. This License shall terminate automatically (and you shall have no
right to use the Software) upon your breach of any term of this License. Upon termination, you must destroy the Software and all
copies, if any, you made pursuant to this License.

UPGRADES: If the Software is labeled as an upgrade, you must be properly licensed to use a product identified by Central
Command, Inc. as being eligible for the upgrade in order to use the Software. A copy of the Software labeled as an upgrade
replaces and/or supplements the product that formed the basis for your eligibility for the upgrade. You may use the resulting
upgraded product only in accordance with the terms of this License. If the Software is an upgrade of a component of a package
of software programs that you licensed as a single product, the Software may be used and transferred only as part of that single
product package and may not be separated for use on more than one computer.

COPYRIGHT: All right, title and interest in and to the Software and the name "Vexira Antivirus" and "Vexira" and all copyright
rights in and to the Software (including but not limited to any images, photographs, animations, video, audio, music, text, and
"applets” incorporated into the Software), the accompanying printed materials, and any copies of the Software are owned by
Central Command, Inc. and/or its suppliers. The Software is protected by copyright laws and international treaty provisions.
Therefore, you must treat the Software and the term "Vexira Antivirus" or "Vexira" like any other copyrighted material except that
you may install the Software on a single computer provided you keep the original solely for backup or archival purposes. You
may not copy the printed materials accompanying the Software. You may not use the name "Vexira Antivirus" or "Vexira" or any
similar name except when referring to the Software. You must produce and include all copyright notices in their original form for
all copies created irrespective of the media or form in which the Software exists. You may not sub-license, rent, sell, or lease the
Software. You may not reverse engineer, recompile, disassemble, create derivative works, modify, translate, or make any
attempt to discover the source code for the Software or any part thereof. Except as expressly permitted by applicable law, you
may not remove from the Software, or alter, any of the trademarks, trade names, logos, patent or copyright notices or other
proprietary rights notices or markings, or add any other notices or markings to the Software.

LIMITED WARRANTY: Central Command, Inc. warrants that the media on which the Software is distributed is free from defects
for a period of thirty (30) days from your date of receipt or purchase date of the Software. Your sole remedy for a breach of this
warranty will be that Central Command, Inc. at its option, may replace the defective media upon receipt of the damaged media,
or refund the money you paid for the Software. Central Command, Inc. does not warrant that the Software will be uninterrupted
or error free or that the errors will be corrected. Central Command, Inc. does not warrant that the Software will meet your
requirements. CENTRAL COMMAND, INC. HEREBY DISCLAIMS ALL OTHER WARRANTIES FOR THE SOFTWARE,
WHETHER EXPRESSED OR IMPLIED. THE ABOVE WARRANTY IS EXCLUSIVE AND IN LIEU OF ALL OTHER
WARRANTIES, WHETHER EXPRESSED OR IMPLIED, INCLUDING THE IMPLIED WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE, OR NON-INFRINGEMENT. THIS WARRANTY GIVES YOU SPECIFIC LEGAL
RIGHTS. YOU MAY HAVE OTHER RIGHTS, WHICH VARY FROM STATE TO STATE.

DISCLAIMER OF DAMAGES: Anyone installing, using, testing, or evaluating the Software bears all risk to the quality and
performance of the Software. In no event shall Central Command, Inc. be liable for any damages of any kind, including, without
limitation, direct, indirect, exemplary, special, consequential or incidental damages of any kind (including without limitation lost
profits or damage to other systems) arising out of the use, performance, or delivery of the Software, even if Central Command,
Inc. has been advised of the existence or possibility of such damages. SOME STATES DO NOT ALLOW THE LIMITATION OR
EXCLUSION OF LIABILITY FOR INCIDENTAL OR CONSEQUENTIAL DAMAGES, SO THE ABOVE LIMITATION OR
EXCLUSION MAY NOT APPLY TO YOU. IN NO CASE SHALL CENTRAL COMMAND, INC.'S LIABILITY EXCEED THE
PURCHASE PRICE PAID BY YOU FOR THE SOFTWARE. The disclaimers and limitations set forth above will apply regardless
of whether you accept or use, evaluate, or test the Software.

IMPORTANT NOTICE TO USERS: THE SOFTWARE IS NOT FAULT-TOLERANT AND IS NOT DESIGNED OR INTENDED
FOR USE IN ANY HAZARDOUS ENVIRONMENT REQUIRING FAIL-SAFE PERFORMANCE OR OPERATION. THIS
SOFTWARE IS NOT FOR USE IN THE OPERATION OF AIRCRAFT NAVIGATION, NUCLEAR FACILITIES, OR
COMMUNICATION SYSTEMS, WEAPONS SYSTEMS, DIRECT OR INDIRECT LIFE-SUPPORT SYSTEMS, AIR TRAFFIC
CONTROL, OR ANY APPLICATION OR INSTALLATION WHERE FAILURE COULD RESULT IN DEATH, SEVERE PHYSICAL
INJURY OR PROPERTY DAMAGE.

GOVERNMENT RESTRICTED RIGHTS/RESTRICTED RIGHTS LEGEND: Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph (c)(1)(ii) of the Rights in Technical Data and Computer Software clause at
DFARS 252.227-7013 or subparagraphs (c)(1) and (2) of Commercial Computer Software-Restricted Rights clause at 48 CFR
52.227-19, as applicable. Contact Central Command, Inc., at P.O. Box 468, Medina Ohio 44258-0468.

GENERAL: This License is deemed delivered in, and will be governed by, the laws of the State of Ohio, in the United States of
America. This License may only be modified by a license addendum, which must accompany this License or by a written
document which has been signed by both you and Central Command, Inc. This License has been written in the English
language only and is not to be translated or interpreted in any other language. Prices, costs and fees for use of the Software are
subject to change without notice to you. In the event of invalidity of any provision of this License, the invalidity shall not affect the
validity of the remaining portions of this License. Vexira, Vexira logo, Central Command, Central Command's logo, EVRT,
Emergency Virus Response Team, Without us, there's no defense, are trademarks of Central Command, Inc. Microsoft,
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Windows, Excel, Word, the Windows logo, Windows NT, Windows 2000 are registered trademarks of Microsoft Corporation. All
other trademarks or tradenames are the property of their respective owners.

CONTACT

This manual provides comprehensive information on operational of our virus protection product. If you
have any additional questions about it or would like to share your experience or proposals with us do not
hesitate to contact us! Turn to us with confidence, your demands and remarks will be respected.

Address Central Command, Inc.
Medina, Ohio 44258,
P. O. Box 468.
United States

Phone (+1) 330 723 2062
Fax (+1) 330 722 6517
Web http://www.centralcommand.com
Support  http://www.centralcommand.com
E-mail sales@centralcommand.com
support@centralcommand.com

Last update: 09-03-2010
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